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Bachelor of Science in Computer Science with Cyber Security Degree

(For the students admitted during the academic year 2023-24 and onwards)

Programme: B.Sc. Computer Science with Cyber Security.
Eligibility

Candidates for admission to the first year of the Bachelor of Science
(Computer Science with Cyber Security) Degree Programme shall be required
to have passed in the Higher Secondary Examinations conducted by the
Government of Tamil Nadu in the relevant subjects or an Examination accepted
as equivalent thereto by the Academic Council. Subject to such other conditions
as may be prescribed there to are permitted to appear and qualify with any one
of the following subjects: Mathematics / Computer Science / Statistics /
Business Mathematics and wherever the students have not studied
Mathematics, the necessary Mathematics knowledge be imparted through
Tutorial/ Bridge Course.

The Curriculum is designed to attain the following learning goals which students
shall accomplish by the time of their graduation:

. To have a strong foundation of computer science principles which will provide a
promising professional career in real world industry.

. To be able to equip themselves in research and development, entrepreneurship,
and start-up initiator as an individual or collaborative manner utilizing
interpersonal skills. .

. To contribute to society and the cyber security community by participating in
outreach programs, creating awareness and educating the public about safe
computing practices.
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PROGRAMME OUTCOMES

On the successful completion of the program, the following are the expected outcomes.

PO

PO Stat t
Number ARE

ro1 | To have a strong understanding of fundamental concepts of computer
science and its related disciplines.

po2 | TO develop viable solutions for IT enabled services by applying
analytic and programming skills.

To exhibit the ability in adapting evolving technologies and new
PO3 | problem domains thus fostering creativity and innovation in cyber
security discipline.

To engage in continuous learning, keeping pace with emerging

PO4 , : § "
trends, technologies, and threats in the field of cyber security.
POS To demonstrate social responsibility through ethics and values and
environmental studies related activities in the society.
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B.Sc. Computer Science with Cyber Security
Credit Distribution

Part Subjects Neor Credit Semester No.
Papers
(12 CIre dits) Tamil / Hindi / French/Malayalam 4 4x3=12 Tto IV
Il English 4 4x3=12 Ito IV
(12 Credits) | & 3 ?
Core (Credits 4) 11 11 x4=44 Ito VI
Core (Credits 3) 2 2x3=6 Ito VI
Core (Credits 5) (Embedded- Core) 2 2x5=10 M to IV
Core Project (Credits 4) 1 1x4=4 VI
X Core Practical (Credits 2) 3 3x2=6 I'to VI
(108 Credits)
Inter Departmental Course (IDC) 4 4x4=16 Ito IV
Discipline Specific Elective (DSE) 3 3x4=12 V & VI
Skill Enhancement Course (SEC) 4 i 1L IV, V&VI
Industrial Training 1 1x2=2 \Y
Environmental Studies (AECC) 1 2 I
Bagsic Tamil/Advance Tamil/Human ! ) 1
v Rights, & Women’s Rights (AECC)
(8 Credits) _ ;
Generic Elective (GE) 1 2 \Y
Innovation & IPR/ Innovation, IPR & 1 ) VI
Entrepreneurship (AECC)
\Y%
C/YRC/RRC/Yoga/Sport
@ Credi)l o e L s . 2 =11
TOTAL CREDITS 142
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CURRICULUM
B.Sc. Computer Science with Cyber Security
Exam Max Marks :
Course Code Uonirse Course Name L| T | P | (hours) Credits
Category
CIA ESE Total
First Semester
Part—1
231TL1A1TA Tamil-I
231TLI1AIHA Hindi-I
4111 - 3 25 S 100 3
231TLIAIMA Malayalam-I
ITLIALEA . |, CohEizEe French -1
Part—1I
231EL1A1EA Language-II English -1 4 | - 1 3 25 75 100 3
Part— IIT
Problem Solving
234ATIAICA ol 5 GN naiet has i e s 25 | 75 | 100 4
i CP i 4 40 | 60 | 100 2
234CY1AICP Practical - T s U )
Digital Computer
234IT1A1CA Core L Fundamentals Gl 25 | 75 100 4
232MTI1A1ID Mathematics
IDC -I for Computing I il vl Sl 100 &
Part-IV
Environmental
D3MBIALAA | SECCH e o B e i o i ) 2
Part-V
i NSS/NCC/
234CY1AIXA X;j’ﬁ"y VRERRE kit SYer i e 1
Yoga/Sports
Total 22153 S - = - 700 23
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Max Marks
Course Exam Total
Course Code Category Course Name L (h) CTIA | ESE Credits
Second Semester
Part-1
231TLIA2TA Tamil-T[
) Hindi-IT
231TLIA2ZHA
231TLIAZMA Malayalam-II
231TL1A2FA Language-I French -1 4 B 25 75 100 3
Part— 11
231EL1A2EA Language-II English -11 -4 3 25 75 100 3
Part— 11
234CA1A2CA Core -I11 Data Structures 4 3 25 75 100 4
Object Oriented
Programming with
234CS1A2CA Core -1V CH++ 4 3 25 75 100 4
Data Structures
234CY 1A2CP | Core Practical-II using C++ - 3 40 60 100 2
Mathematics for
232MTI1A2ID MDC -1 Computing II 4 3 25 75 100 4
Part-IV
231TLIA2AA Basic Tamil
231TL1A2AB Advanced Tamil
Human Rights and
235CRIA2AA ABCC-IT Womens Rights 2 - 50 - 50 2
Part-V
NSS/NCC/
Extension YRC/RRC/
234CY1A2XA Activity Yoga/Sports 7 ~ 50 - 50 1
Total 22 - - - 700 28
—_ —‘
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Max Marks
Course Exam
Course Code Category Course Name L (h) CIA | FSE | Total Credits
Third Semester
Part—1
231TL1A3TA Tamil -1I1
231TL1A3HA Hindi-TI
Language I 3 3 25 75 100 3
231TL1A3MA Malayalam 111
231TL1A3FA French 1T
Part —1I1
231EL1A3EA Language-I1 English -ITT 3 3 25 75 | 100 3
Part —I11
Computer
234CY1A3CA Core -V Arclitacture 4 3 25 75 | 100 4
Operating
234CY1A3CB Core -V] Systems 3 3 25 75 | 100 3
Fundamentals
334CY1A3EP Core Practical | Database Design 3 3 40 60 | 100 5
111 Concepts
Python
234CY1A3SP | ¢pe practical 1 Programming - 3 40 60 | 100 2
Discrete
232MT1A3ID IDC-III T i 4 3 25 75 | 100 4
Total 20 - - - | 700 24
/gﬁ}w\/ O o DrN.G.P. Arts and Scienc v .
08 Chair ; N 1/ 8P Co, N\
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Max Marks
Conise Code Course Exam s .
Category Course Name L P (h) CIA | ESE [Total Credits
Fourth Semester
Part-I
231TL1A4TA Tamil-IV
231TL1A4HA Hindi-1V
3 3 25 75 100 3
231TL1A4MA |Language-I Malayalam-TV
231TL1A4FA French -IV
Part— 11
231EL1A4EA  |Language-II English -IV 3 3 25 75 100 3
Part— 111
Computer :
234CY1A4CA Core -VII Networking 4 3 25 75 100 4
Principles
234CY1A4CB | Core -VIII Pameiplesof Cybier| o 3 25 | 75 | 100 3
Security
234CY1A4EP Core Practical -IV | Java Programming | 3 3 40 60 100 5
234CY1A4SP | SEC Practical - 11 | Network : 3 40 | 60 | 100 2
Programming
Financial
235F11A41A IDC -IV Csbemeatity 4 3 25 75 100 4
Total 20 - - - 700 24
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Max Marks
Course Course Exﬂm Credi
Code Category Course Name | L p| ™ CIA | ESE| Total redits
Fifth Semester
Part-III
234CY1ASCA| Core - IX %m“" and Shell | o3 | 25 [ 75| 100 | 4
rogramming
234CY1A5CB| Core -X Secure Software | | 3 | 25 | 75| 100 | 4
Engineering
234CY1AS5CC| Core -XI Machine Learning | , 2l 3 | 25 | 75| 100 | 4
in Cyber Security
234CYLASCE | Core Practical v | Liix and Shell 1 4l 3 | 40 |60 | 100 | 2
Programming
ST LASOO] Cote Practical VI | MIEHIIE LEAIIE | _ 4l 3 | 40 |60 | 100 | 2
in Cyber Security
234CY1ASSP| SEC Practicat-ny [Pigital Forensics . 4| 3 40 | 60 | 100 2
Analysis
934CY1A5DA Network Security
and Cryptography
Cybercrime
234CY1ASDB Investigation and | 4 - 3 25 75 100 4
DSE -1 Digital Forensics
234CY1A5DC Data Warehousing
and Mining
Industrial
234CY1ASTA| 1T Training - - 3 40 60 100 2
Part-1V
GE - 2 - 3 50 - 50 2
Total 18 12| - - = 850 26
Dr.NGPASC

COIMBATORE | INDIA

B.Sc. Computer Science with Cyber Security (. Students admitted during the AY 2023-24)




Course Exam Max Marks
Course Code Category Course Name L P ) |cia | Ese| Total Credits
Sixth Semester
Part—I11
234CYIAGCA |  Core-xu | WebApplication |, -3 25 | 75| 100| 4
Development
234CY1A6CB Core -XIII Internet of Things 4 - 3 25 75 100 4
234CY1AGSP | SEC Practical -1v| ' e Application 4 3 40 | 60| 100| 2
and Security
234CY1A6CV Core -XIV Project - 8 3 40 60 100 4
234CY1A6DA Multimedia
Security
Ethical Hacking
234CY1A6DB and Systems 4 - 3 25 75 100 4
DSE —II Defense
234CY1A6DC Big Data Analytics
Information
234CY1AGDD Retrieval Systems
Block Chain
234CY1A6DE Technology 4 - 3 25 75 100 4
DSE Il
234CY1A6DF Deep Learning
Part -1V
233BCIAGAA | AECC-l | 'mnovation, IPRand |, 0 -] s0| -] =0 2
Entrepreneurship
Total 18 12 |- - - 650 24
*Grand total 4200 142

*Total Credit Should not exceed 142 credits
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DISCIPLINE SPECIFIC ELECTIVE

Students shall select the desired course of their choice in the listed elective course during Semesters V & VI

Semester V (Elective I)
List of Elective Courses

S. No. Course Code Name of the Course
L 234CY1A5DA Network Security and Cryptography
2. 234CY1ASDB Cyber Forensics
3. 234CY1ASDC Data Warehousing and Mining
Semester VI (Elective IT)
List of Elective Courses
S. No. Course Code Name of the Course
L 234CY1AGDA Multimedia Security
2. 234CY1A6DB Ethical Hacking and Systems Defense
3. 234CY1A6DC Big Data Analytics
Semester VI (Elective III)
List of Elective Courses
S. No. Course Code Name of the Course
L. 234CY1A6DD Information Retrieval Systems
2. 234CY1A6DE Block Chain Technology
3. 234CY1A6DF Deep Learning

GENERIC ELECTIVE COURSES(GE)
The following is the course offered under Generic Elective Course

Semester V (GE)

S. No.

Course Code

Name of the Course

1

234CY1A5GA

Basics of Cyber Security

EXTRA CREDIT COURSES
The following are the courses offered under self-study to earn extra credits:

Semester 111

S. No. Course Code Name of the Course
1 234CY1ASSA Web Essentials
2 234CY1ASSB Digital Marketing

/5&;%@% Dr.NGPASC
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UG - REGULATION (R5)
(2023-24 and onwards)
(OUTCOME BASED EDUCATION WITH CBCS)
1.NOMENCLATURE

1.1 Faculty: Refers to a group of programmes concerned with a major division of
knowledge Eg. Faculty of Computer Science consists of disciplines like Departments
of Computer Science, Information Technology, Computer Technology, Computer
Applications, Data Analytics, Cognitive Systems, Artificial Intelligence and Machine
Learning and Cyber Security

1.2 Programme: Refers to the Bachelor of Science / Commerce /Arts stream that a
student has chosen for study.

1.3 Batch: Refers to the starting and completion year of a programme of study. Eg.
Batch of 2023-26 refers to students belonging to a 3 year Degree programme
admitted in 2023 and completing in 2026.

1.4 Course: Refers to component of a programme. A course may be designed to
involve lectures / tutorials / laboratory work / seminar / project work/ practical
training / report writing / Viva- voce, etc, or a combination of these, to meet
effectively the teaching learning needs.

a) Core Course:A course, which should compulsorily be studied by a candidate
as a core requirement

b) Inter Disciplinary Course (IDC): A course chosen generally from a related
discipline/subject with an intention to seek exposure in the discipline relating
to the core domain of the student

¢) Discipline Specific Elective (DSE) Course: Elective courses offered under
main discipline/ subject of study.
d) Skill Enhancement Courses (SEC): Value-based and/or skill-based courses

which are aimed at providing hands-on-training, competencies, skills, etc.

e) Ability Enhancement Compulsory Courses (AECC):Mandatory courses that
lead to Knowledge enhancement. Environmental Science, Human Rights and
Women’s Rights, Basic Tamil/ Advanced Tamil, Innovation and IPR,
Innovation, IPR and Entrepreneurship.

f) Ability Enhancement Elective Course (AEEC)/Generic Elective (GE) An
elective course chosen generally from an unrelated discipline/subject, with an
intention to seek exposure is Generic Elective.

B.Sc. Computer Science with Cyber Security(Students admitted during the AY 2023-24)
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1.5 Project Work:

Course involving application of knowledge in problem solving / analyzing
/exploring a real life situation / difficult problem. The Project work will be given in
lieu of a Core paper.

Internship/Industrial Training

Students must undertake industrial / institutional training for a minimum of 15 days during
the IV semester summer vacation. The students will submit the report for evaluation during
V semester.

1.6 Extra Credits:

Extra credits shall be awarded for achievements in identified curricular/co-
curricular/Extracurricular activities executed outside the regular class hours. Extra
credits are not mandatory for completing the programme.

2. STRUCTURE OF PROGRAMME
2.1 PART-I: LANGUAGE-1I

Tamil or any one of the languages namely Malayalam, Hindi and French will be
offered under Part - I in the first four semesters.

2.2 PART-II: LANGUAGE- II
English will be offered during the first four semesters.

2.3 PART- III:

e Core Course

e Inter Departmental Course (IDC)
e Discipline Specific Elective (DSE)
e Skill Enhancement Course (SEC)
e Industrial Training (IT)

2.4 PART-IV:
2.4.1 Ability Enhancement Compulsory Course (AECC):

The Ability Enhancement Compulsory Courses such as i)Environmental Studies, ii)
Human Rights and Womens’ Rights, iii) Innovation and IPR/ Innovation, IPR and
Entrepreneurship are offered during LIl and VI Semester.

Basic Tamil

a) Those who have not studied Tamil up to XII Std and taken a non-Tamil language
under Part-I shall take oneBasic Tamil coursein the second semester.

(OR)
Advanced Tamil
A EE
e, DrNGPASC : . . . ,
§=— B.Sc. Computer Science with Cyber Security(Students admitted during the AY 2023-24)
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b) Those who have studied Tamil up to XII Std and taken a non-Tamil language
under Part-I shall take one Advanced Tamil course in the second semester.

Note: Students who come under the above at+b categories are exempted from
Human Rights and Women’s Rights in the second semester.

Ability Enhancement Elective Course (AEEC)/Generic Elective (GE) An elective
course chosen generally from an unrelated discipline/subject, with an intention to
seek exposure is Generic Elective offered in V semester. (Theory/ Practical/Non-Lab
Practical)

2.5 PART- V: EXTENSION ACTIVITIES

The following extracurricular activities like NSS/YRC/NCC/RRC /Yoga/Sports/Clubs
are offered under extension activities during semester I & II. Students will be
evaluated based on their active participation in any one of the above activities. 75%
Attendance is compulsory for extension activity.

3. CREDIT ALLOTTMENT

The following is the credit allotment:

e Lecture Hours (Theory) 1 credit per lecture hour per week
e Laboratory Hours ¢ 1 credit for 2 Practical hours per week
e Project Work 3 1 credit for 2 hours of project work per week

4. DURATION OF THE PROGRAMME

The B.A. /B.Com./B. Sc. Programme must be completed within 3 years (6 semesters)
and a maximum of 6 years (12 semesters) from the date of acceptance to the
programme. If not, the candidate must enroll in the course determined to be an
equivalent by BoS in the most recent curriculum recommended for the Programme.

5.REQUIREMENTS FOR COMPLETION OF A SEMESTER

Every student shall ordinarily be allowed to keep terms for the given semester in a
program of his/ her enrolment, only if he/ she fulfills at least seventy five percent
(75%) of the attendance taken as an average of the total number of lectures,
practicals, tutorials, etc. wherein short and/or long excursions/field visits/study
tours organised by the college and supervised by the faculty as envisaged in the

Dr.NGPASC
B.Sc. Computer Science with Cyber Security(Students admiited during the AY 2023-24)

%7/ COIMBATORE | INDIA




14

syllabus shall be credited to his/her attendance. Every student shall have a
minimum of 75% as an overall attendance.

6. EXAMINATIONS

The end semester examinations shall normally be conducted after completing 90
working days for each semester. The maximum marks for each theory and practical
course shall be 100 with the following breakup:

a) Mark distribution for Theory Courses

Continuous Internal Assessment (CIA) : 25 Marks
End Semester Exams (ESE) : 75 Marks
Total : 100 Marks

i) Distribution of Internal Marks

S.No. | Particulars Distribution of
Marks

1 CIA I (2.5 Units) (On 5
completion of 45t working day)

7 Model ( All 5 Units) (On 5
completion of 85t working day)

3 Attendance 5

4 Library Usage 5

5] Skill Enhancement * 5

Total 25

Breakup for Attendance Marks:

S.No Attendance Range Marks Awarded
it 95% and Above 5
2 90% - 94% 4
3 85% -89% 3
4 80% - 84% 2
5 75% - 79% 1

Note:

Special Cases such as NCC, NSS, Sports, Advanced Learner Course, Summer Fellowship
and Medical Conditions etc. the attendance exemption may be given by principal and Mark
may be awarded.

Dr.NGPASC
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Break up for Library Marks:

S.No Attendance Range Marks Awarded
1 10h and above 5
2, Oh- less than 10h 4
3 8h - less than 9h 3
4 7h - less than 8h 2
5 6h - less than 7h 1

Note:

In exception, the utilization of e-resources of library will be considered.

*Components for “Skill Enhancement” may include the following:

Class Participation, Case Studies Presentation/term paper, Field Study, Field Survey, Group

Discussion, Term Paper, Presentation of Papers in Conferences, Industry Visit, Book Review,

Journal Review, e-content Creation, Model Preparation, Seminar and assignment.

Components for Skill Enhancement

Any one of the following should be selected by the course coordinator

S.No. Skill Enhancement

Description

1 | Class Participation

Engagement in class
Listening Skills
Behaviour

Case Study Presentation/
Term Paper

Identification of the problem
Case Analysis

Effective Solution using
creativity /imagination

Field Study

Selection of Topic
Demonstration of Topic
Analysis & Conclusion

Field Survey

Chosen Problem
Design and quality of survey
Analysis of survey

Group Discussion

Communication skills

Subject knowledge

Attitude and way of presentation
Confidence

Listening Skill

Presentation of Papers in
Conferences

Sponsored
International /National
Presentation

Report Submission

7 | Industry Visit

Chosen Domain
Quality of the work

Dr.NGPASC
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e Analysis of the Report

e Presentation

e Content

e Interpretation and Inferences of the

8 | Book Review text

e Supporting Details

e Presentation

e Analytical Thinking

e Interpretation and Inferences

9 | Journal Review e Exploring the perception if chosen
genre

e Presentation

e Logo/ Tagline

e Purpose

10 | e-content Creation v e Content (Writing, designing and
posting in Social Media)

e Presentation

e Theme/ Topic

e Depth of background Knowledge

e Creativity

e Presentation

11 | Model Preparation

e Knowledge and Content
e Organization

e Understanding

e DPresentation

12 | Seminar

e Content and Style
13 | Assignment e Spelling and Grammar
e References

ii) Distribution of External Marks (ESE)
Total g 75
Written Exam 75

Marks Distribution for Practical course

Total g 100
Internal : 40
External : 60

295 Dr.NGPASC
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i) Distribution of Internals Marks

S.No. | Particulars Distribution of Marks
i Experiments/ Exercises 15
2 Test 1 10
3 Test 2 10
4 Observation Notebook 05
Total 40
ii) Distribution of Externals Marks
S.No. | Particulars External Marks
1 Practical 40
2 Record 10
3 Viva- voce 10
Total 60

Practical examination shall be evaluated jointly by Internal and External Examiners

Mark Distribution for Project/ Internship/ Industrial Training

Total g 100
Internal : 40
External : 60
i) Distribution of Internal Marks
S.No. Particulars Internal Marks
1 Review I 15
2 Review II 20
3 Attendance 5
Total 40

ii) Distribution of External Marks

S.No Particulars External Marks
1 Project Work /Internship /Industrial training 40
Presentation
2 Viva -voce 20
Total 60

Evaluation of Project Work/Internship/ Industrial training shall be shall be done jointly by
Internal and External Examiners.

B.Sc. Computer Science with Cyber Security(Students admitted during the AY 2023-24)
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7. Credit Transfer

a. Upon successful completion of 1 NPTEL Course (4 Credit Course) recommended
by the department, during Semester I to IV, a student shall be eligible to get exemption of
one 4 credit course during the V or VI semester. The proposed NPTEL course should cover
content/syllabus of exempted core paper in V orVI semester.

S.No. | Course Code Course Name Proposed NPTEL Course Credit

1 Option - 1 Paper title 4
Option - 2 Paper title

Option - 3 Paper title

b. Upon successful completion of 2 NPTEL Courses (2 Credit each) recommended by
the department, during Semester I to IV, a student shall be eligible to get exemption of one 4
credit course during the V or VI semester. Out of 2 NPTEL proposed courses, atleast 1
course should cover content/syllabus of exempted core paper in V orVI semester.

Mandatory

The exempted core paper in the V or VI semester should be submitted by the
students for approval before the end of 4th semester

Credit transfer will be decided by equivalence committee

S.No. | Course Code Course Name Proposed NPTEL Course Credit

1 Option - 1 Paper title

Option - 2 Paper title

Option - 3 Paper title

2 Option - 1 Paper title 2

Option - 2 Paper title

Option - 3 Paper title

/é)"?;g\ Dr.NGPASC
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NPTEL Courses to be carried out during semester I - IV.

S.No. | Student Name | Class Proposed NPTEL Course Proposed Course
for Exemption

Course I Option 1- Paper Title
Option 2- Paper Title Any one Core
Option 3- Paper Title Paper in
Course II Option 1- Paper Title V or VI semester
Option 2- Paper Title
Option 3- Paper Title

Class Advisor HoD Dean

8. Innovations

Upon Successful outcome of Design Thinking / Copy right/Product/ Patent by the
end of the V Semester, student shall be eligible to get exemption in AECC: Innovation, IPR &
Entrepreneurship / Innovation & IPR offered during VI Semester.

9.Internship/Industrial Training

Students must undertake industrial / institutional training for a minimum of 15 days
during the IV semester summer vacation. The students shall submit the report for evaluation

during V semester.

10. Extra Credits: 10

Earning extra credit is not essential for programme completion. Student is entitled to earn
extra credit for achievement in Curricular /Co-Curricular/ Extracurricular activities carried

out other than the regular class hours.

A student is permitted to earn a maximum of Ten extra Credits during the programme

period.

Dr.NGPASC
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A maximum of 1 credit under each category is permissible.

Category Credit
Proficiency in foreign language 1
Proficiency in Hindi 1
Self study Course 1
Typewriting/Short hand il
CA/ICSI/CMA (Foundations) 1
CA/ICSI/CMA (Inter) 1
Sports and Games 1
Publications / Conference Presentations 1
(Oral/Poster)
Lab on Project 1
Innovation / Incubation / Patent / Sponsored
Projects / Consultancy !
Representation in State / National level 1
celebrations
Awards/Recognitions /Fellowships 1

Credit shall be awarded for achievements of the student during the period of study only.
GUIDELINES
Proficiency in foreign language

A pass in any foreign language in the examination conducted by an authorized
agency.

Proficiency in Hindi
A pass in the Hindi examination conducted by Dakshin Bharat Hindi Prachar Sabha.

Examination passed during the programme period only will be considered for extra
credit.

Self study Course
A pass in the self study courses offered by the department.

The candidate should register the self study course offered by the department only in
the III semester.

Typewriting/Short hand

A Pass in short hand /typewriting examination conducted by Tamil Nadu
Department of Technical Education (TNDTE) and the credit will be awarded.

B.Sc. Computer Science with Cyber Security(Students admitted during the AY 2023-24)
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CA/ICSI/CMA (Foundations)

Qualifying foundation in CA /ICSI/CMA / etc.
CA/ICSI/CMA (Inter)

Qualifying Inter in CA/ICSI/CMA / etc.
Sports and Games

" Students can earn extra credit based on their achievements in sports in University/
State / National/ International levels.

Publications / Conference Presentations (Oral/Poster)

Research Publications in Journals
oral/ poster presentation in Conference

Lab on Project (LoP)

To promote the undergraduate research among all the students, the LoP is
introduced beyond their regular class hours. LoP is introduced as group project consisting of
not more than five members. It consist of four stages namely Literature collection,
Identification of Research area, Execution of research and Reporting / Publication of
research reports/ product developments. These four stages spread over from III to IV
semester.

(Evaluation will be done internally)
Innovation / Incubation / Patent / Sponsored Projects / Consultancy

Development of model/ Products /Prototype /Process/App/Registration of
Patents/ Copyrights/Trademarks/Sponsored Projects /Consultancy

Representation in State/ National level celebrations

State / National level celebrations such as Independence day, Republic day Parade,
National Integration camp.

Awards/Recognitions/Fellowships

Regional/ State / National level awards/ Recognitions/Fellowships

(IS, DrNGPASC
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GUIDELINES
100 % CIA Courses:

e AECC
e AEEC

Type of Course

1 Environmental Studies (AECC)
Human Rights and Women'’s Rights, Basic Tamil / Advanced Tamil (AECC)

2
3 Innovation &IPR/ Innovation, IPR and Entrepreneurship(AECC)
4 Generic Elective (AEEC)

Modalities for Implementing Internal Assessment Marks:

e Student pertaining to 2023 Batch (2023-26) UG programme for the above
mentioned courses shall secure a minimum of 40% out of the maximum
marks in the continuous internal assessment (CIA) i.e., 20 marks out of 50
marks.

e Students who have not acquired the minimum marks shall be allowed to
reappear to improve their marks in the exam components only within the

time duration of the programme, in the forthcoming semesters.

Distribution of Internal Marks for AECC & AEEC

S.No. | Particulars Distribution of Marks

1 CIA I (2.5 Units) (On 15
completion of 45th working day)

) Model ( All 5 Units) (On 15
completion of 85th working day)

3 Assignment 05

- Attendance 05

5 Library Usage 05

6 Skill Enhancement * 05

Total 50

B.Sc. Computer Science with Cyber Security(Students admitted during the AY 2023-24)
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Distribution of Internal Marks for Generic Elective (AEEC) (Practical)

S.No. | Particulars Distribution of Marks
1 CIA -I (1-5 Exercise) 5
i CIA-II (6-10 Exercise) 5
3 Class Participation 10
4 Practical Record 10
5 Test-III & Viva ~Voce(10+10) 20
Total 50

Question paper pattern AECC & AEEC

Test MARKS DESCRIPTION TOTAL Remarks
CIA Test I 50 x 1 =50 Marks MCQ 50 Marks secured
1 Hour Marks will be
First 2.5 Units Converted
to 15 marks
CIA test1I/ 50 x 1 =250 Marks MCQ 50 Marks secured
Model test Marks will be
1 Hour Converted
All five Units to 15 marks
Question paper pattern Total Marks - 50
Basic Tamil Advanced Tamil
Section -A Section -A
Choose the correct answer  10x2=20 Choose the correct answer  10x1=10
Section -B Section -B
True or false 10X2=20 Fill in the blanks 10)(2:20
Section -C Section -C
Answer in one page T 10=10 Werite an essay in two pages 2x10=20

Dr.NGPASC
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Question paper pattern for all other courses falling under Part I to Part III

CIA I:[1¥2Hours-2.5 Units] - 25 Marks

SECTION MARKS DESCRIPTION TOTAL | Remarks
Section-A | 8x 0.5 =04 Mark MCQ Marksd
secure
Section - B 3x3 =09 Mark Answer ALL Questions 725 Mark | will be
Either or Type ALL converted
Section - C 2x6 =12 Mark Questions Carry Equal To5
Marks mark
CIA II /Model: [3 Hours-5 Units] - 75 Mark
SECTION MARKS DESCRIPTION Remarks
Section- A | 10x1=10Mark MCQ Marksd
Section - B 5x 5= 25 Mark Answer ALL Questions Sxfzciﬁfe
(Either or Type Questions)
X yp converted
Coclion=C 5x 8 =40 Mark | Each Questions Carry Equal e
Mark
End Semester Examination: [3 Hours-5 Units] - 75 Mark
SECTION MARKS DESCRIPTION TOTAL
Section - A 10 x 1 =10 Mark MCQ
Section - B 5 x 5 = 25 Mark Answer ALL Questions 75 Mark
- (Either or Type Questions)
Section - C 5x 8 =40 Mark Each Questions Carry Equal Mark
e, Dr.NGPASC
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REGULATION
5

AY 2023 -2024

Question paper pattern for all other courses falling under Part I to Part ITI

CIA I:[1 ¥2Hours-2.5 Units] -25 Marks

SECTION MARKS DESCRIPTION TOTAL | Remarks
Section - A 8x 0.5=04 MCQ Marks
Mark secured
Section - B 3x3 =09 Answer ALL Questions Either 25 will be
Mark or Type ALL Questions Carry | Mark converted
Section - C 2 x 6 =12 Mark Equal Marks To 5
mark
CIA II /Model: [3 Hours-5 Units] - 75 Mark
SECTION MARKS DESCRIPTION TOTAL | Remarks
Section - A 10 x 1 =10 Mark MCQ Marks
Section - B 5x 5 =25 Mark Answer ALL Questions 75 secured
Section - C 5 x 8 = 40 Mark (Either or Type Questions) Mo will be
i ar
Each Questions Carry Equal converted
Mark To 5 mark
End Semester Examination: [3 Hours-5 Units] - 75 Mark
SECTION MARKS DESCRIPTION TOTAL
Section - A 10 x 1 =10 Mark MCQ
Section - B 5 x 5 = 25 Mark Answer ALL Questions 75 Mark
Section - C 5 x 8 =40 Mark (Either or Type Questions)
Each Questions Carry Equal Mark
Dr.NGPASC
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Course Code Course Name Category L|T|P | Credit
231TL1A1TA TAMIL - I LANGUAGE-I |4 |1 | - 03
PREAMBLE

This course has been designed for students to learn and understand

o Qumpriur_sisefler surullors sullpfer LTLT® BrafsiD, uGssHley Awsuherp Plus

QF1iig6D

Ben6V LHMILD LOTLHer SMld Cl&1igeD

Lo essToU Ml LI L_LILITESSSMETHemer 2ard @ aild S0

COURSE OUTCOMES
On the successful completion of the course, students will be able to
Nu(,inober CO Statement Kngzv‘}z{i 8¢
co1 surpsenas dmeraer (Life Skills)- wrewrauisaflsr ‘Qarwa)rrésa;}f_'r, Slmew et K3
oord; @ el 560
cOo2 w#iiysssval (Attitude and Value education) K4
Cco3 urL @evenrsGewer@asr (Co-curricular activities) K4
CO4 @sdlwied @y&sih (Ecology) K4
CO5 Qumrifl ofley (Tamil knowledge) K5
MAPPING WITH PROGRAMME OUTCOMES
COs/POs PO1 PO2 PO3 PO4 PO5
co1 4 v v
CcO2 v v
COs3 v v
CO4 v
CO5 v v v

COURSE FOCUSES ON

Entrepreneurial Development

Innovations

Gender Sensitization

Skill Development v
Employability v
Intellectual Property Rights 7
Social Awareness/ Environment o

Constitutional Rights/ Human Values/
Ethics

GNigly, DrNGPASC
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q;s:i» @ Dr.NGPASC

231TL1A1TA TAMIL -1 SEMESTER I
Total Credits: 3
Total Instruction Hours: 60 h
Syllabus

Unit I YIeTESE sallengssr 13h

1. @vsaw eugsvrm) - wMieVTEAS seilehiameflssr sLApLILIswgssT

2. urrs@gHFLD - umrrghurm

3. Ly - UTTSleTFesT

4. s18lpiflsst GlLIHewLD - BTLO&SH6D &allEhi

5. s10lipss Clasremev LyMlwrdir - eVl GLpHensd

6. SlewrssLolip

o) ‘alleherreanss eueridsss GUrmenTly’ sTers GlSmL_BIGD LML - 2_(HDen6)

5T TI6ST H6l

9j}) ‘Friblom b Blevdens’

&6V LI T6WT &r[b T 68T T T

6TauTS OHTL_BIGLD LML) - L (H&GasrL_enL_

8)) ‘Fren o re|d @LGw’ sTarg QTLBIGD LTL 6 - HSSTS
) ‘o _sTenet OMlbBTeL’ 6TeTS GlGTL Mm@ LML eV - HEUTERTSTF6IT

Unit II L5145 % 6l 6n B & 6ir

1. @vsaw eugsvrm)

. BL_EWIDEW IIF Gl il

. LDEMEVIITETS & MMM

. RUILNVTS F(LpSTiILd

. &H6EOT6EBlIDTL_LD

. &M&SIDG| STiIiLITed

- BB gLy ‘9 Lifle)

. AN In H6VeW B 6T

R NN SN O W N

Unit III G\L16voTswvT WD

1. Osrewevng CurGeesr
2. 51flsL jewev LD (LpSLD

3. SDBTE 6V

4. geflbg allsLwranissr ?

5. Lyew g ujeuTL_ SUTLPEHEW S

7/ COIMBATORE | INDIA
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13 h

- ygissallsnguilsrt Ghrpmpid sueriddujid
- Bgm

- Apd

- Q[LIGI6V [T(&LDTeoT

- p.CGuwssT

- QLehIT SLODIHTL 65T

= IBIT. (LpS5GI& GLOTIT

- 10 saileng g sir

09 h

- SILOEDT

- 9. Glaussrewwflevr

- GureTwent] emeurpdgi
- weVedlsET

- &b arLITLO6wst 6T
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\ : Unit IV ﬁ@ja;mg,a;sir 15 h
1. @evé&lu eurserm) - Amisewguilsst CHTHDPLDd ueTTEFFu|id
2. SETSHTIDLITLD - &.L.0TeGSHrLITeV6sT
3. @yppmiGemr Lereperuri - LglenioliLilggebr
4. Quribewnio - Ol WIS THS 6T
5. smuFswrid - &), T BT T LIGSyT 65T
6. 196V 6p(HLOT6HT - O|LbewLI
7. Goul_swas - @ WS THS 60T
Unit V uuipAl LG : 10 h

9. @)V euwTiD

1. susvelesr @mmi LG, ilar @)L_miger - eOMILILlenLp H&8] 6T(1LpSI% 6

2. 1,0-6V,19,61 - 65T, 5,607 GeumiLir® - edliiy) Qp), QaFrmGlLrmsT Caumiuir® )plHe)
9}. LIML_LILIT&8LD

1. sellews - stpgissv (15 sullaser 1psed 30 euflaer auemr)

2.msms - TWsISN  (GODHSSH 3 LISHBISH6T)

Text Book
101p Qurfliiure ib - 2022-2023, QsrGliL: S0lipsgIeom, L TéL i sTeor. 3] L.
1 s gplelusd g, Camwbysgri — 641048, Qeisflut®: Blw, ClFepsl
L& ameyen, Gasitenssr — 600 098.

References

Guurdflwi yeveui Gamrw. @)sreurar, sti_Lmid ugliiy - 2014, s18lip @evéalw

QUreVrm| — LewsfleuTFsi LgiLsD, GlFeTener — 600 108.

o Gurrdflwi eeversui LrsAwWGwA, wsh vy - 2013, Gevdsemrd -
@evsAwr suredrmy - Quriflssmeir - LBaubseir LFliLsid, GFsTenar-600 004.

3 @ ewemrwiger waeul: hitps://www.tamilvu.org

Dr.NGPASC
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Course i
Code Course Name Category L|T|P | Credit f
231TL1ATHA HINDI -1 LANGUAGE-1 |4 |1 | - 3
PREAMBLE

This course has been designed for students to learn and understand

the writing ability and develop reading skill

®  the various concepts and techniques for criticizing literature

®  The techniques for expansion of ideas and translation process

COURSE OUTCOMES
On the successful completion of.the course, students will be able to
Nucngoer CO Statement Kng::};d ge

Cco1 Learn the fundamentals of novels and stories K1
CcOo2 Understand the principles of translation work K2
CO3 Expose the knowledge writing critical views on fiction K2
CO4 Build creative ability K3
CO5 Apply the power of creative reading K3

MAPPING WITH PROGRAMME OUTCOMES

COs/POs PO1 PO2 PO3 PO4 PO5
Cco1 v v v
CO2 v v
CO3 v
CO4 v
CO5 v v v

COURSE FOCUSES ON

v Skill Development v Entrepreneurial Development

v Employability v Innovations

0 Intellectual Property Rights v Gender Sensitization

0 Social Awareness/ Environment v Constitutional Rights/ Human Values/
Ethics

Dr.NGPASC
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| 231TL1ATHA HINDI -1 SEMESTER I

Total Credits: 3
Total Instruction Hours: 60 h

Syllabus
Unit 1 131k

T — S T TUE (ST TH1L0) TS 1- TSRS 2- AT 3- gl qret (Heer
TS 4- T AgredT et

Unit 1T 13
AT Hol- 1 AT, ‘ST (413 1-4)
Unit III 12 h

ST ; &Teq T (T, FAATH, [ALro)

Unit IV 124k
Unit V 10 h

e reTe-lI| (Faer st & @t #) (418 1 to 10)

Text Books
| TEE: IO Th1AE 204 AT STaTeded, 15 gfedrg U AT T TATgETE-
211001

2 TSR Teve THTEaT aTSIT, AL ILHeer-281001
3  TEq: TR TRT - THeaTRTer: fgeat 7am 36 S R TAT8a1e-211024
4  TEqH: TR TIRT ~ THSATRTLTT: fReat waq 36 3earars-211024

9] |

TeRTTeR: STEIOT 9T I=T AT 9 -17

é~ Dr.NGPASC
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Course Code Course Name Category L|T|P | Credit .
231TL1ATMA MALAYALAM- I LANGUAGE-I (4|1 | - 3
PREAMBLE

This course has been designed for students to learn and understand

the writing ability and develop reading skill

o the various concepts and techniques for criticizing literature, to learn the techniques for expansion of
ideas and translation process

the competency in translating simple Malayalam sentences into English and vice versa

COURSE OUTCOMES

On the successful completion of the course, students will be able to

Nu(il(\)ber CO Statement an:"::{i 8¢
Cco1 Learn the fundamentals of novels and stories K1
CcOo2 Understand the principles of translation work K2
CO3 Expose the knowledge writing critical views on fiction K2
CO4 Apply creative ability K3
CO5 Build the power of creative reading K3

MAPPING WITH PROGRAMME OUTCOMES

COs/POs PO1 PO2 PO3 PO4 PO5
Cco1 v v v
co2 v
Cco3 v v
CcO4 4 v
CO5 v v

COURSE FOCUSES ON
v Skill Development v Entrepreneurial Development
7 Employability 7 Innovations
v Intellectual Property Rights v Gender Sensitization
% Social Awareness/ Environment v Constitutional Rights/ Human Values/
Ethics

Dr.NGPASC
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|1 231TL1AIMA MALAYALAM -1 SEMESTER 1

Total Credits: 3

Total Instruction Hours: 60 h

Syllabus

Unit I Novel 14h
Pathummayude Adu

Unit II Novel 10h
Pathummayude Adu

Unit III Short Story 14 h
Nalinakanthi

Unit IV Short Story 10h
Nalinakanthi

Unit V Practical Application 12h

Expansion of ideas, General Essay and Translation

Text Books

Vaikkam Muhammed Basheer, "Pathummayude Adu" (NOVEL), DC Books
& Kottayam

2 T.Padmanabhan, "Nalinakanthi" (Short Story), DC Books & Kottayam.

References
1 Malayala Novel Sahithyam.

2 Malayala Cherukatha Innale Innu.

<HEh.  Dr.NGPASC
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Course g
Code Course Name Category L |T|P | Credit :
231TL1ATFA FRENCH -1 LANGUAGE-I| 4 |1 | - 3
PREAMBLE

This course has been designed for students to learn and understand

the competence in general communication skills with oral, written and comprehension & expression

®  the culture, life style and the civilization aspects of the French people as well as of France

e the students to acquire competency in translating simple French sentences into English and vice

versa
COURSE OUTCOMES
On the successful completion of the course, students will be able to
CcoO Knowledge
N s CO Statement Leval
CcOo1 Learn the Basic verbs, numbers and accents K1
cOo2 Apply the adjectives and the classroom environment in France K2
CcO3 Select the Plural, Articles and the Hobbies K2
CO4 Measure the Cultural Activity in France K3
Evaluate the sentiments, life style of the French people and the usage of the
CO5 o K3
conditional tense
MAPPING WITH PROGRAMME OUTCOMES
COs/POs PO1 PO2 PO3 PO4 PO5
Cco1 v v
CcO2 v
CcO3
CO4 v v v
CO5 v v
COURSE FOCUSES ON
v Skill Development v Entrepreneurial Development
v Employability v Innovations
v Intellectual Property Rights L7 Gender Sensitization
L Social Awareness/ Environment o Constitutional Rights/ Human Values/
Ethics
Dr.NGPASC
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231TL1A1FA FRENCH -1 SEMESTER I
Total Credits: 3
Total Instruction Hours: 60 h
Syllabus

Unit I Salut I Page 10 12h

Objectifs de Tache Activités de réception et de
Communication production orale
e Saluer En cours e Comprendre des
e Enter en contact de cuisine, personnes qui se saluent.

avec quelqu’un.

premiers contacts

e Echanger pour entrer en

e Présenter quelqu’un.

une fiche pour le professeur.

e Se presenter. avec les members contact, se présenter,
e S’excuser d’un groupe saluer, s’excuser.
e Communiquer avec fu ou
Vous.
e Comprendre les
consignes de classe
e Epeler son nom et son
prénom.
Computer jusqu’a 10.
Unit II Enchanté I Page 20 12h
Objectifs de Téache Activités de réception et de
Communication production orale
e Demander de se Dans la classe de frangais, | ¢ Comprendre les
presenter. se presenter et remplir informations essentielles

dans un échange en
milieu professionnel.

e Echanger pour se
presenter et présenter
quelqu’un.

Unit III J’adore I Page 30 12 h
Objectifs de Téche Activités de réception et de
Communication production orale

e Exprimer ses gouts.

Dans un café,
participer

a une soirée

de rencontres
rapides et remplir
de taches
d’appréciation

e Dans une soirée de
recontres rapid
comprendre des
personnes qui échangent
sur elles et sur leurs golt

e Comprendre une
personne qui parler des
goiits de quelqu’un
d’autre

Dr.NGPASC
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Unit IV

J’adore I Page 30

4

Objectifs de

Communication

Tache

Activités de réception et de
production orale

e Présenter quelqu’un

Dans un café,
participer

a une soirée

de rencontres
rapides et remplir
de taches

d’appréciation

o Exprimer ses golits

o Comprendre une
demande laissée sur un
répondeur téléphonique.

e Parler de ses projets de
week-end

Autoévaluation du module I Page 40 — Préparation au DELF Al page 42

Demander a quelqu’'un
de faire quelque chose.

Demander poliment.
Parler d’actions passes.

Tu veux bien?

Organiser un programme
d’activités pour accueillir
une personne importante

Comprendre une
personne demande un
service a quelqu’un.

Demander a quelqu'un
de faire quelque chose.

Imaginer et raconter au
passé a partir de

situations dessinées.

Unit V

Make in Own Sentences

Text Book

Regine Merieux, Yves Loiseau. 2012. LATITUDES - 1: Méthode de francais (Page
1 No: 9-55) Les Editions Dider, Paris, Imprime en Roumanie par Canale en

Janvier

Dr.NGPASC
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Course :
Code Course Name Category L|T|P | Credit
231EL1A1EA ENGLISH -1 LANGUAGE-II | 4 | - |1 3
PREAMBLE

This course has been designed for students to learn and understand

the effect of dialogue, imagery and varied genres

®  any spontaneous spoken discourse and respond to them with proper sentence structure

the transactional concept of English language

COURSE OUTCOMES
On the successful completion of the course, students will be able to
coO Knowledge
Number CORmcoet Level
co1 Identify the various aspects in poetry K2
Cco2 Infer linguistic and non-linguistic features of the context for understanding K3
and interpreting
co3 Construct sentences and convey messages effectively in real life situations K3
CcO4 Apply different reading strategies with varying speed K3
Prepare modules with their own ideas and present them coherently in a
CO5 x K3
grammatically correct form
MAPPING WITH PROGRAMME OUTCOMES
COs/POs PO1 PO2 PO3 PO4 PO5
Cco1 v v v v
CO2 v v
Cco3 4 v v
CO4 v
CO5 v v Nz
v Skill Development v Entrepreneurial Development
v Employability v Innovations
v Intellectual Property Rights v Gender Sensitization
o Social Awareness/ Environment o Constitutional Rights/ Human Values/
Ethics

Dr.NGPASC
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231EL1A1EA ENGLISH-I SEMESTERT -

o

Total Credits: 3

Total Instruction Hours: 60 h

Syllabus
Unit I Genre Studies 12 h

Nissim Ezekiel: The Worm- Author's Biography- title indications- outline-
paraphrasing the poem- context of poem- form- poetic devices- enjambment-
techniques- Annotations

Niyi Osundare: Our Earth Will Not Die- Author’s Biography- title indications-
outline- paraphrasing the poem- context of poem- form- poetic devices-
enjambment- techniques- Annotations

A. G. Gardiner: On Superstitions- Author’s biography- Narrative structure-
Exploration of the text- passage analysis- insight of ideas- cohesion and context-
style- language techniques- Annotation

Nancy Bella: Clever Thief- Author’s Biography- Plot Summary- Detailed summary
and Analysis- Themes- Important Quotations- Characters- Description - analysis-
Terms- Symbols- Critical analysis

H. G. Wells: The Truth about Pyecraft- Author’s Biography-narrative structure-
passage analysis- insight of ideas- cohesion and context- style- language techniques

Unit 11 Listening Skills 12 h

Listening vs. hearing- Types of listening, Tips to enhance Listening Skills, Non-
verbal and Verbal signs of active listening - Comprehensive Listening - Listening to
pre-recorded audios on speeches, interviews and conversations - Listening
Activities- Listening and responding to complaints (formal situation), Listening to
problems and offering solutions (informal)

Unit II'  Speaking Skills 14 h

Formal occasions- Introducing oneself, Introducing others, Enquiries and Seeking
permission, Making short presentations- Informal occasions- Requests, Offering
help, Congratulating, Farewell party, graduation speech- Giving instructions to do
a task and to use a device, Giving and asking directions

Unit IV~ Reading Skills 10h

Study Skills: Skimming and Scanning- Reading different kinds of texts- Types of
reading-Developing a good reading speed, reading aloud, Referencing skill - Word

E% Dr.NGPASC
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Power (Denotation and Connotation) - Reading comprehension, Data interpretation
- —~Charts, Graphs, Advertisements

Unit V Writing Skills 2

Sentence patterns, Note- making and note taking-Strategies - Paragraph writing:
Structure and Principles - Academic Writing - Formal and Informal Letters, Report,
Book /Movie Review

Text Books

Gardiner, A. G. 1926. Alpha of the Plough: Second series, ].M. Dent & Sons
Ltd., London, United Kingdom. pg.no-151-156. (Unit I)

Ezekiel, Nissim. “The Worm,” Crazy  Romantic Love, www.
2  mianmawaisarain.live/2020/05/ poem-worm-nissim-ezekiel.html. Accessed
3 Aug. 2022. (Unit I)

3  <http://livros0l.livrosgratis.com.br/In000835.pdf /> (Unit I)

Mithra, S. M. 1919. Hindu Tales from the Sanskrit, Macmillan & Co Ltd,,

2 London, United Kingdom. pg.no-127-142. (Unit I)
5 Nation, I S. P and Jonathan Newton. 2009. Teaching ESL/EFL Listening and
Speaking. Routledge, New York, United States. (Unit IT)
. Prabha, Dr. R. Vithya & S. Nithya Devi. 2019. Sparkle. (1st Edn.) McGraw -
Hill Education, Chennai, India. (Unit III- V)
References

Our Earth Will Not Die By Niyi Osundare.” Studocu.Com, studocu.com
1 /in/document/bangalore-university /bachelor-of-computer-applications
/1586771577-our-earth-will-not-die/27675462. Accessed 3 Aug. 2022.

) OnSuperstitions.” THEHISTORIAN, thehistorian1947 .wordpress.com/2019/0
3/08/ on-superstitions-by-a-g-gardiner. Accessed 3 Aug. 2022.

Swales, John M. & Feak, Christine B. 2012. Academic Writing for Graduate
3 Students: Essential Tasks and Skills, University of Michigan Press, Michigan,
United States.

4 Rudzka, Brygida -Ostyn, 2003. Word Power: Phrasal Verbs and Compounds:
A Cognitive Approach, Mouton de Gruyter, New York, United States.
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Course -
Code Course Name Category | L | T | P | Credit
234AI1A1CA PROBLEM SOLVING AND PROGRAMMING IN C CORE |4 |1]|- 4
PREAMBLE
This course has been designed for students to learn and understand
®  The fundamental aspects of programming and problem solving
®  The Clanguage fundamentals
The representation and working of arrays, pointers, functions and files
COURSE OUTCOMES
On the successful completion of the course, students will be able to
CcO Knowledge
Niamber CO Statement g
Cco1 Iustrate the basic principles of programming and problem solving K2
cOo2 Understand the fundamentals of C Language K2
CcO3 Implement decision making using branching and looping. K3
CO4 Develop programs using arrays and functions K3
CO5 Execute programs using pointers, structures and files K3
MAPPING WITH PROGRAMME OUTCOMES
COs/POs PO1 PO2 PO3 PO4 PO5
Cco1 v v v v
CcO2 v v v v v
Cos3 v 4 v v
CO4 4 4 v v
CO5 v v v v

COURSE FOCUSES ON

Social Awareness/ Environment

v Skill Development Entrepreneurial Development
v Employability Innovations
Intellectual Property Rights Gender Sensitization

Ethics

Constitutional Rights/ Human Values/
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DIAATIAICA PROBLEM SOLVIN(; &AEID PROGRAMMING SEMESTER I

Total Credits: 4

Total Instruction Hours: 60 h

Syllabus
Unit I Introduction to Programming and Problem Solving 12h

Introduction: Types of Programming Languages - High level Languages -
Assembly Languages - Machine Level Languages - System Software - Operating
Systems — Compiler - Linker and Interpreter. Problem Solving Strategies: Steps
involved in problem solving - Algorithms - Flow Charts - Symbols used in Flow
Charts - Pseudo Codes - Structured Programming - Sequence - Selection -
Repetition - Modular Programming.

Unit II C Language Fundamentals 12h

Language Fundamentals: Introduction to C - Basic Structure of C Program -
Constants — Variables - Data Types - Operators - Expressions - Evaluation of
Expressions - Operator Precedence and Associativity - Managing the Input and
Output - Formatted I/O - Unformatted I/O - Storage classes- Simple programs for
logic building.

Unit III  Decision Making and Arrays ik

Branching: Simple if Statement - if-else statement - elseif Ladder - Switch
statement - goto, break and continue statements. Looping: while loop - do-while
loop -for loop- nested for loop - Pre-processor Directives: Macro substitution - File
inclusion -~ Compiler control directives. Arrays: Introduction - Types of arrays -
Declaration and Initialization of Arrays - Dynamic Arrays.

Unit IV Strings, Functions and Pointers 12 h

Strings: Declaring and Initializing the string variables - String handling functions.
Functions — Need for functions - Elements of functions - Category of functions -
Passing arrays to functions - Recursion. Pointers: Understanding Pointers -
Declaration and Initialization of pointer variables - Accessing variables through
pointers - Pointers and arrays.

. Dr.NGPASC
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Unit V Structures and Files 124k

Structures: Defining a structure - Declaring structure variables - Accessing
structure member - Array of structures - Structure within structures -Unions. Files:
Defining and opening a File - Closing a file - I/O Operations on files - Dynamic
memory allocation - Command Line Arguments.

Text Books

Ashok N. Kamthane, 2009, "Programming and Data Structufes“, 1st Edition,

! Pearson Education
> Byron Gottfried, 2018, “Schaum's Outline of Programming with C”, 4th
Edition, McGraw Hill Education.
References

1 E.Balagurusamy, 2017, “Programming in ANSI C”, 7th Edition, TMH
2 H Schildt, 2000, “C: The Complete Reference”, 4th Edition, TMH.

3 ReemaThareja , 2015, "Programming in C", 2nd  Edition, Oxford University
Press

4 Anita Goel, Ajay Mittal, 2016,"Computer Fundamentals and Programming in
C", 1st Edition, Pearson.
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234CY1A1CP CORE PRACTICAL: C PROGRAMMING SEMESTER I

Total Credits: 2
Total Instructions Hours: 48 h

S.No Contents
1 Develop a program to understand the concept of data types and
variables.
2 Develop programs to familiarize the different types of operators.
3 Implement the concept of branching statements using simple programs.
4 Develop programs to practice the concepts of looping statements.
5 Implement the concepts of one- and two-dimensional arrays.
6 Develop a program to sort the given set of numbers using arrays
7 Demonstrate the operations of strings variables and functions.
8 Using functions demonstrate the concept of code reusability.
9 Implement the concept of structures.

Compute the following operations using Pointers:
10 i. Addition of two matrices

ii. Multiplication of two matrices

11 Using File Operations display the contents of a file.

12 Develop a program to copy the contents of one file to another

Note: Any 10 Experiments are Mandatory.

5%, DrNGPASC
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Course ]
Gode Course Name Category | L | T | P | Credit 3
234IT1A1CA DIGITAL COMPUTER FUNDAMENTALS CORE |4 |- |- 4
PREAMBLE
This course has been designed for students to learn and understand
®  The concepts of number system and circuits
®  The principles of logic gates and memory
®  The design and architecture of microprocessors and microcontrollers
COURSE OUTCOMES
- On the successful completion of the course, students will be able to
CO Knowledge
Number SO Sheemen! Level
Cco1 Understand the types of number systems, Boolean Algebra K2
cO2 Understand and analyze Logic gates K2
Cco3 Illustrate the concepts of combinational circuits K3
o4 Understand the different types of sequential logic and memory K2
organization
CO5 Understand the architecture of microprocessors and microcontrollers K2
MAPPING WITH PROGRAMME OUTCOMES
COs/POs PO1 PO2 PO3 PO4 PO5
co1 4 v v v
Cco2 v v v
CO3 v v v v
CO4 v v v v
CO5 4 v v
COURSE FOCUSES ON
v Skill Development Entrepreneurial Development
i Employability Innovations
Intellectual Property Rights Gender Sensitization
Social Awareness/ Environment Constitutional Rights/ Human Values/
Ethics

L5, Dr.NGPASC
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2341T1A1CA DIGITAL COMPUTER FUNDAMENTALS SEMESTER I

S8, Dr.NGPASC
)

Total Credits: 4
Total Instruction Hours: 48 h

Syllabus
Unit I Binary Systems and Boolean Algebra 10h
Binary Numbers- Number base conversions- Octal and Hexadecimal conversions-

Compliments- Binary codes - Decimal codes.

Basic Definitions-Boolean functions- Canonical standard forms: Minterms and
Maxterms - Sum of Minterms-Product of Minterms-conversion between canonical
forms.

Unit II Logic Gates and Boolean functions 8h
Digital Logic Gates: AND, OR, Inverter, Buffer, NAND, NOT, Exclusive-OR,
Exclusive-NOR.

The Map method-Two and three-variable Maps-Four variable Map - Five and Six-
Variable Maps- Product of Sum simplification - Don’t care conditions.

Unit III Combinational Logic 10h

Adders: Half-Adder, Full-Adder. Subtractors Half-Subtractor, Full-Subtractor.
Multilevel NAND Circuits: Universal Gate. Multilevel NOR Circuits: Universal
Gate. Binary Parallel Adder- Decimal Adder - BCD Adder. Decoders:
Demultiplexers-Encoders - Multiplexer.

Unit IV Sequential Logic & Memory Unit 10h

Introduction- Flip-flops-Clocked RS Flip-flop - D Flip-flop - JK Flip-flop - Design of
Counters- Registers -Ripple Counters.

The Memory Unit - Random Access Memories: Integrated-circuit Memory-
Magnetic-core Memory.

Unit V Introduction to Microprocessors and Microcontrollers 10h

Introduction - Microprocessor- Microcomputer- Architecture of Microprocessors-
History- Evolution- Microprocessor Applications- Evolution of Microcontrollers-
Application of Microcontrollers. Architecture of 8085 Microprocessor- Pin diagram
of 8085 Microprocessor.

%/ COIMBATORE | INDIA
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Text Books

M.Morris Mano, 2019, “Digital Logic and Computer Design”, Pearson India
Education.

Soumitra Kumar Mandal, 2018, “Microprocessors and Microcontrollers -
2 Architecture, Programming and Interfacing using 8085, 8086, 8051”7, 15th
Edition, Tata Mc Graw Hill Education.

References

1 S Salivahanan and S Arivazhagan, 2018, "Digital Circuits and Design", 5th
Edition, Oxford University Press, Noida

o Thomas Floyd L. 2015, "Digital Fundamentals", 11th Edition, Pearson
Publication Ltd, New Delhi

3 M Morris Mano, 2016, “ Digital Logic and Computer Design”, 5th edition,
Pearson

4 Aditya P Mathur, 2016, “Introduction to Microprocessor”, 3rd Edition,
McGrawHill Education.
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Course :
! S Course Name Category |L | T | P | Credit
232MT1A1ID MATHEMATICS FOR COMPUTING-I IDC 4|1 |-
PREAMBLE

This course has been designed for students to learn and understand

®  the concepts of matrices and determinants

®  the technique of obtaining eigen values and eigen vectors

®  the method of solving linear system of equations

COURSE OUTCOMES
On the successful completion of the course, students will be able to
Nfrr?ber CO Statement Kn;zvé:ld 8¢

Cco1 define the various terms of matrices and the operations involved in it K1
cOo2 identify the determinant value of matrices K1
co3 determine the eigen values and eigen vectors through different methods K3
CO4 recognize the direct and indirect methods for solving algebraic equations K1
CO5 discuss the method of solving differential and integral problems K2

MAPPING WITH PROGRAMME OUTCOMES

COs/POs PO1 PO2 PO3 PO4 PO5
co1 v 3
CO2 v 4
Cco3 v 0z
CO4 v v
CO5 v v v
COURSE FOCUSES ON
v Skill Development Entrepreneurial Development
v Employability Innovations
Intellectual Property Rights Gender Sensitization
Social Awareness/ Environment Constitutional Rights/ Human Values/
Ethics
Dr.NGPASC
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232MT1A1ID MATHEMATICS FOR COMPUTING I SEMESTER I

Total Credits:
Total Instruction Hours: 60 h

Syllabus
Unit I Systems of Linear Equations 13 h

Introduction to system of linear equations- - linear systems in two and three unknown -
augmented matrices and elementary row operations - Gaussian elimination- Matrices and
Matrix operations - inverses - algebraic properties of matrices - elementary matrices -
method for findingd~*- invertible matrices - diagonal matrices - triangular matrices -
symmetric matrices

Unit 1T Determinants 12h

Introduction - determinants by cofactor expansion- minors and cofactors - technique for
evaluating 2x2 and 3x3 determinants - evaluating determinants by row reduction -
elementary row operations - Matrices with proportional rows or columns - properties of
determinants - Cramer's rule.

Unit III Eigenvalues and Eigenvectors 10h

Definition of eigenvalues and eigenvectors - computing eigenvalues and eigenvectors -
Diagonalization - Geometric and Algebraic multiplicity - complex vector spaces - vectors
in C"- differential equations - first order linear systems - solution by diagonalization

Solution of Algebraic, Transcendental Equations and Linear

Unit IV Systems

13 h

Introduction - Newton-Raphson Method-Direct methods -Matrix inversion method
- Gaussian elimination method - Gauss Jordan method - Iterative methods - Gauss Seidel
Method - Gauss Jacobi method

Unit V Interpolation, Numerical Differentiation and Integration 12h

Introduction - Finite differences - Newton’s formulae for interpolation - Interpolation with
unevenly spaced points: Lagrange’s interpolation formula- Numerical differentiation -
maximum and minimum values of a tabulated function- Numerical integration -
Trapezoidal rule - Simpson's 1/3 rule - Simpson's 3/8rule .

Dr.NGPASC
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Text Books

Howard Anton and Chris Rorres, 2015 "Elementary Linear Algebra with
1  Supplemental Applications", 11th Edition, Wiley India Pvt. Ltd, New Delhi. (Unit I
to III)

Sastry; 8.5, 2012, Introductory methods of Numerical Analysis", Prentice- Hall of
India. New Delhi. (Unit IV to V)

References

1 ParthaKarmakar, Chandan Bikash Das, PabitrakumarGouri, 2021 "Introduction to
Linear Algebra", 1st Edition, Books and Allied(P) Ltd, Kolkata

) Gilbert Strang, 2005, "Linear Algebra and its Applications", 4th Edition,
Brooks/Cole, Noida.

VeerarajanT,Ramachandran.T, 2004. "Theory and Problems in Numerical Methods
3  with Programs in C and C++",10th Edition, Tata Mc- Graw Hill Publishing
Company Limited,New Delhi.

4  VenkataramanM.K. 2004,"Numerical Methods in Science and Engineering'", 4th
Edition,NPC
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Course :
Code Course Name Category |L | T | P | Credit
233MB1A1AA ENVIRONMENTAL STUDIES AECC |2 |- |- 2
PREAMBLE
This course has been designed for students to learn and understand
®  Multi disciplinary aspects of Environmental studies
Importance to conserve the Biodiversity
Causes of Pollution and its control
COURSE OUTCOMES
On the successful completion of the course, students will be able to
CcO Knowledge
Nifboar CO Statement Toval
Understand the importance of natural resources in order to conserve for
CcOo1 K2
the future.
CO2 Infer on Natural resources and its conservation K2
Cco3 Apply the knowledge on Biodiversity and its conservation K3
CO4 Relate effects, causes and control of air, water, soil and noise pollution etc., K2
CO5 Build awareness about sustainable development and Environmental K2
protection
MAPPING WITH PROGRAMME OUTCOMES
COs/POs PO1 PO2 PO3 PO4 PO5
Co1 v
co2 v
CO3 v
CO4 v
CO5 4
4 Skill Development Entrepreneurial Development
v Employability Innovations
L o
Intellectual Property Rights Gender Sensitization
Social Awareness/ Environment Constitutional Rights/ H}iinan Values/ '
Ethics i
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233MB1A1AA ENVIRONMENTAL STUDIES SEMESTER I

Total Credits: 2
Total Instruction Hours: 24 h

Syllabus
Unit I Introduction to Environmental studies & Ecosystems Bal

Introduction to Environmental studies& Ecosystems: Multidisciplinary nature of
environmental studies; components of environment - atmosphere, hydrosphere,
lithosphere and biosphere. Scope and importance; Concept of sustainability and
sustainable development. Ecosystem- Structure and function of ecosystem; Energy
flow in an ecosystem: food chain, food web and ecological succession.

Unit I Natural Resources: Renewable and Non-renewable Resources 5 h

Natural Resources: Renewable and Non-renewable Resources: Land Resources and
land use change; Land degradation, soil erosion and desertification. Deforestation:
Causes and impacts due to mining, dam building on environment, forests,
biodiversity and tribal populations. Water: Use and overexploitation of surface and
ground water, floods, droughts, conflicts over water (international & inter-state).
Energy resources: Renewable and non-renewable energy sources, use of alternate
energy sources, growing energy needs.

Unit III  Biodiversity and Conservation By

Biodiversity and Conservation: Levels of biological diversity: genetic, species and
ecosystem diversity; Biogeography zones of India; Biodiversity patterns and global
biodiversity hot spots. India as a mega-biodiversity nation; Endangered and endemic
species of India. Threats to biodiversity: habitat loss, poaching of wildlife, man-
wildlife conflicts, biological invasions; Conservation of biodiversity: In-situ and Ex-
situ conservation of biodiversity.

Unit IV Fnvironmental Pollution, Environmental Policies & Practices By

Environmental Pollution, Environmental Policies & Practices: Environmental
pollution: types, causes, effects and controls; Air, water, soil, chemical and noise
pollution. Nuclear hazards and human health risks. Solid waste management:
Control measures of urban and industrial waste. Pollution case studies. Climate
me, clobal warming, ozone layer depletion, acid rain and impacts on human

Wfities and agriculture. Environment Laws: Environment Protection - Act;
) & Control of Pollution Act - Air & Water. Wildli_fel_'Pi‘“dtgc'tion Act; Forest
ion Act;
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Unit V Human Communities and the Environmenté& Field Work 4" h

Human Communities and the Environment & Field Work: Human population and
growth: Impacts on environment, human health and welfares. Environmental ethics:
Role of Indian and other religions and cultures in environmental conservation.
Environmental communication and public awareness. Visit to an area to document
environmental assets; river/forest/flora/fauna, etc. Population explosion ~ Family
Welfare Programmes. Role of Information Technology in Environment and human

- health. Role of the Colleges, Teachers and Students in village adoption towards clean,
green and make in villages in various aspects.

Text Books
1 Carson, R. 2002. Silent Spring. Houghton Mifflin Harcourt.

Gadgil, M., & Guha, R.1993. This Fissured Land: An Ecological History of
India. Univ. of California Press.

References

1 Gleeson, B. and Low, N. (eds.) 1999. Global Ethics and Environment, London,
Routledge

Gleick, P.H. 1993. Water in Crisis. Pacific Institute for Studies in Dev.,
Environment & Security. Stockholm Env. Institute, Oxford Univ. Press

N

3 Groom, Martha J. Gary K. Meffe, and Carl Ronald carroll. Principles of
Conservation Biology. Sunderland: Sinauer Associates, 2006

4 Grumbine, R. Edward, and Pandit, M.K. 2013. Threats from India’s Himalaya
dams. Science, 339: 36-37.

5 McCully, P.1996. Rivers no more: the environmental effects of dams (pp. 29-
64). Zed Books

6 McNeil, John R. 2000. Something New Under the Sun: An Environmental
History of the Twentieth Century

Odum, E.P., Odum, h.-T. & Andrews, J.1971. Fundamentals of Ecology.
Philadelphia: Saunders. -
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Course Code Course Name Category T | P | Credit
231TL1A2TA TAMIL-IT LANGUAGE-I 1] - 3
PREAMBLE

This course has been designed for students to learn and understand

o Gumpour. Biseflsr surulleoms sLolpilssT ussTUr( BT SLD
p & !

AEIHETY
H6ma) MWD LFLFHenar Sl GlFiighe
IDTanTelTHENET Lm L LILTE&ESAnaTHamear 2mdiaildssD

COURSE OUTCOMES

On the successful completion of the course, students will be able to

LGSsHe dluaihaon s

coO Knowledge
Numbes CO Statement Level
co1 aumpsenssdmaser (Life Skills) Lreral T &EeaT GlEwsmadd S nsnar Kl
) aa 6l 550 :
CcOo2 wa i dsaswal (Attitude and Value education) X2
CcO3 LT (&) em e Gl wsl L (B aer (Co-curricular activities) K2
Cco4 @Gipadlsy mysain (Ecology) K3
CO5 @urif sylay (Tamil knowledge) K3
MAPPING WITH PROGRAMME OUTCOMES
COs/POs PO1 roz PO3 ro4 PO5
co1 v v v
co2 v v
CcO3 v v
CO4 v v
cOs5 v’ v
COURSE FOCUSES ON
v Skill Development v Entrepreneurial Development
v Employability v Innovations
0 Intellectual Property Rights 7 Gender Sensitization
Social Awareness/ Environment Constitutional Rights/ Human Values
v v g
Ethics
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231TL1A2TA TAMIL- 11 SEMESTER 11

Total Credits: 3
Total Instruction Hours: 60 h

Syllabus
Unit 1 Sjm @evddluln 13 h
1. Glavgalw SUTEVTH- u;&ﬂ@aarsabmﬁ’@é;ef;mn’ﬁ@gmabﬁsi’r

2.8lmE@msir

3. ImsiteueiliymiGasv- . stanr 04
Q). BLUTTTigse) - 9. stent 80
@) BTE- . e 74

. GOliulss)- oy sasr 110

Unit I S @)evé&ain 18K
1. Brevgwmi - @pflasm_amio
2. cpslenir - garemauwrit - 10 urcsvser 6, 7, 9, 10, 14, 16, 17, 23, 26, 30

3. @eflwsnsuprug- LsEsGanhgsarTi - wpaad 10 L _suseir
Unit [l SIDEBSE S Henrasr 09 h
1. Gevsdlweursorm - 10 2 swrpent ullssr Gasrmmpio susriaduip

2. semagsar-2_, Gy . Fm

3. #ms QD& e L. wirasilds o

Unit 1V SmEEMHE s Hewrast 15h

1. &fr suswrdsd - &GN FHEVTF LI
2. gulpi usTUT@ ~ LrdLi Ger.pr.spsaTif
3. @) smenrig Hilp suswigd - (pemartauri LS| T [Féhdh 60T

Unit V vdlm &l g 10h

1.@svasamrio-aigg, SU(LPsUEH Lo, 61 LpTTHlemaY
2. 380|816V LD FTTHS Hig.50 -~ailaurent1LEIS6T, Cé‘sus&arr@@a;n‘sﬁ,@amm uf (@)
3.usn L tiurssh-QuTgisssmails &1 HsnrassT ST(LEH a0
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Text Book

suflp Gumifliiumre (5-2023-2024,Cl5T@ 0L sUlp&SHImM , LTHLIT sTar. 23l Ul Hamev
1 el ssarf,GarwbLgari. Glsusfluf@: B, Qaepafl Ls anajs ClFarsner.
(UnitIto V)

References

Quurdflwi ysvsui Grrin. E)emeura sriLmib ugliiy. 2014 FUAllp @svdsl aursormi-

1

wewfleumasi LIS, ClFaTem .

GQurrAfwi wensraui ursSwGufl h udliiy. 2013, 60853 60T LD=(9) 60 S 1L
9 C2 CRUY H

aurarml- Quriflssmar LGaibseat ugllius D, 6lesiamsr. .
3 sl @t saaidspso - TAMIL VIRTUAL ACADEMY. aismeugsr (pseuil :

hitps:/ Jwww. tamilvu.org
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Cg(‘;é:"’ Course Name Category | L |T|P |Credit

231TL1A2HA HINDI- II LANGUAGE-I|4 |1 /| - 3
PREAMBLE
This course has been designed for students to learn and understand

the writing ability and develop reading skill

¢ the various concepts and techniques for criticizing literature

®  the techniques for expansion of ideas and translation process
COURSE OUTCOMES
On the successful completion of the course, students will be able to

= CO Statement Knowledge Level

Number

co1 Learn the fundamentals of novels and stories K1

cO2 Understand the principles of translation work K2

CcOo3 Expose the knowledge writing critical views on fiction K2

CO4 Build creative ability K3

COs5 Apply the power of creative reading K3 J

MAPPING WITH PROGRAMME OUTCOMES

COs/POs PO1 PO2 PO3 PO4 PO5 |
(€{@)i ve s v
Cco2 v v v
CO3 v v v v
CO4 v v v
CO5 v v v v
COURSE FOCUSES ON
v Skill Development 7 Entrepreneurial Development
~ | Employability v [nnovations
v Intellectual Property Rights S Gender Sensitization
Social Awareness/ Enviromment Constitutional Rights/ Human Values
v v 8
Ethics

Dr.NGPASC
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231TL1A2HA HINDI-II SEMESTER ]I

Total Credits: 3
Total Instruction Hours: 60 h

Syllabus
Unit 1 13 K
ey ~ qradr(=TAerHEdT)
Unit 11 13 h
IUTH: HaTaad-974a
Unit 111 12h

Farr-fadTe- 27 IuT 9B / 3T AT U T

15 1. F%, 3. =% &l ar9a

Unit IV 12h
oo S (AT AT A1)
Unit V 10 h

AT eTa-H| (haer BT & SiRsft /) (7718 1 to 10)

Text Books
| T ST S v Hi ATy fafeesr wgranT wteft W, gaTgTaTs.
(Unit 1)

ARTSr: G YehTere 204 Sfier ez, 15 gRe WU e T AR
(Unit 1)

3 QERTTR: TTETHEOT TahTer faeefl. (Unit I1I)
4 EqH; PITHT IRT — YT Fral w7 36 zamgrane. (Unit 1V)

5 geRTerEh: fET AT YT §T =g, (Unit V)
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Course )
Code Course Name Category L|T|P| Credit
231TL1A2MA MALAYALAM-TI LANGUAGE-I! 4 | 1| - 3
PREAMBLE

This course has been designed for students to learn and understand

the writing ability and develop reading skill

o the various concepts and techniques for criticizing literature, to learn the techniques for expansion of
ideas and translation process

*  the competency in translating simple Malayalam sentences into English and vice versa

COURSE OUTCOMES
On the successful completion of the course, students will be able to
Nu(;ier CO Statement K“E?:i‘;d 8¢

co1 Learn the fundamentals of novels and stories K1
co2 Understand the principles of translation work " K2
CcO3 Expose the knowledge writing critical views on fiction K2
CcO4 Build creative ability K3
COs5 Apply the power of creative reading K3

MAPPING WITH PROGRAMME QUTCOMES

COs/POs PO1 PO2 PO3 PO4 POS5
co1 v v v
Co2 v P
Cos v # i "
cod P 7 v v |
COs v v o i

COURSE FOCUSES ON

o Skill Development v Entrepreneurial Development
s Employability 7 Innovations
P Intellectual Property Rights 7 Gender Sensitization
Social Awareness/ Environment 7 ECigiztitutional Rights/ Human Values/
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231TL1A2MA : MALAYALAM- II SEMESTER II

Total Credits: 3
Total Instruction Hours: 60 h

Syllabus
Unit I Novel 12 h
Enmakaje: Chapterl- Chapterd
Unit II Novel 10 h
Enmakaje: Chapter 6- Chapter 10
Unit III Novel 12h
Enmakaje: Chapter 11- Chapter 15
Unit IV Autobiography 14 h

NeermathalamPoothaKalam: Chapter 1- Chapter 10
Unit V Autobiography 12h
NeermathalamPootha Kalam: Chapter 11- Chapter 20

Text Books

Ambika SuthanMangad, Enmakaje (Novel), DC Books Kottayam, Kerala,
India. (Unit I to III)

Madhavikkutty, NeermathalamPootha Kalam (Autobiography), DC Books
Kottayam, Kerala, India. (Unit IV & V)

Referen_ces
1 MalayalaNovelSahithyam, DC Books Kottayam, Kerala, India.

2 MalayalaSahithyaCharithram, National Books Kottayam, Kerala, India.
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Course i T
Chide Course Name Category L|T|P | Credit
231TL1A2FA FRENCH-II LANGUAGE-I |4 |1 | - 3
PREAMBLE

This course has been designed for students to learn and understand

the Competence in General Communication Skills — Oral + Written- Comprehension & Expression

the Culture, life style and the civilization aspects of the French people as well as of France

o the students to acquire Competency in translating simple French sentences into English and vice

versa

COURSE OUTCOMES

On the successful completion of the course, students will be able to

Nucng:)cr CO Statement Knowledge Level
CcO1 Learn the Basic verbs, numbers and accents K1
cO2 Apply the adjectives and the classroom environment in France K2
CO3 Select the Plural, Articles and the Hobbies K2
CcO4 Measure the Cultural Activity in France K3
CO5 Evall_llefte the sentiments, life style of the French people and the usage of the K3

conditional tense
MAPPING WITH PROGRAMME OUTCOMES
COs/POs ro1 PO2 ro3 PoO4 rOs5
Cco1 v v
co2 v v
CO3 v v
CO4 v’ v
CO5 v L

COURSE FOCUSES ON

v Skill Development
v Employability
7 Intellectual Property Rights
7 Social Awareness/ Environment

Entrepreneurial Development
Innovations

Gencdler Sensitization

Constitutional Rights/ Human Values/
Ethics
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231TL1A2FA TFTRENCH-II SEMESTER II
Total Credits: 3
Total Instruction Hours: 60 h
Syllabus
Unit I 12 h

Proposer, accepter,
refuserune invitation.

Indiquer la date.

Organiser une soirée au
cinéma avec des amis,
par téléphone et par
courriel.

Comprendreunemessage
d’invitationsurunréponde
urtéléphonique.

Inviter quelqu'un
accepter
ourefuserl’invitation.

Unit 1T

12k

Prendreet fixer un
rendez-vous.

Demander
etindiquerl’heure.

Organiser une solirée au

cinéma avec des amis,
par téléphone et par
courriel.

Comprendre des
personnes qui
fixentunrendez-vous par
téléphonique.

Prendreun rendez-vous

par telephone

Unit III

12k

Exprimer son point de
vue positif et négatif.

S’informersur le prix.

S'informersur la
quantitité.

Exprimer la quantitité.

En groupes, choisir un
cadeau pour un ami.

Exprimer son point de
vuesur des idées de
cadeau.

Faire des achatsdans un
magasin
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Unit IV 14 h
Demander etindiquerune | Suivre un itinéraire a | Comprendre des
direction. I'aided’indications ~ par | indications de direction.
Localiser (prés de, en face elepiione et dion gien, Comprendre des

S

Exprimerl’obligationl’
Interdit.Conseiller.

Par courrierélectronique,
donner des informations
et des conseils & un ami

indications de lieu.

Comprendreune chanson.

Comprendre de courts
messages qui experiment
I"obligationoul’interdictio

n.

qui veut voyager.

Donner des conseils a des
personnesdans des
situations données.

Unit V 10 h

Make in Own Sentences

Text Book

Regine Merieux, Yves Loiseau, "LATITUDES - 1" (Page No: 56-101) (Methode
de Frangais), Goyal Publisher & Distributors Pvt.Ltd., 86 UB Jawahar Nagar
(Kamala Nagar), New Delhi-7 Les Editions Dider, Paris, 2008- Imprime en
Roumanie par Canale en Janvier 2012. ( Unit I to [V)
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CourseCode Course Name Category L |T|P |Credit

231EL1AZEA ENGLISH-1I LANGUAGE-II | 4 | - |1 3

PREAMBLE
This course has been designed for students to learn and understand

®  the language for specific purposes through various literary manuscripts

®  the process of communicative competencies in academics through authentic contexts

®  the different formats of business correspondence with lucidity and accuracy via various media

COURSE OUTCOMES

On the successful completion of the course, students will be able to

co Knowledge
Number . CO Statement fraiial

co1 Identify and appreciate the eminent writers' works of various genres K1

coz Infer and comprehend complex situational talks K2

CO3 Relate formal and informal communicative contexts to speak fluently K2

Construct the denotative and connotativemeanings while reading L
CcO4 <At @ K3
specialized texts
CO5 Develop the skill of writing through descriptions, narrations and essays K3
MAPPING WITH PROGRAMME OUTCOMES

COs/POs FPO1 PO2 PO3 ro4 PO5
CcOo1 v v
Cco2 v v
CcO3 v v
CO4 v v
CO5 4 v

COURSE FOCUSES ON

v’ | Skill Development v Entrepreneurial Development

v Employability v’ Innovations

v Intellectual Property Rights v Gender Sensitization

7 il Asysieeens B oRiReIt o Constitutional Rights/ Human Values/

- ' Ethics
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231EL1A2EA ENGLISH-II SEMESTER 11

Total Credits: 3
Total Instruction Hours: 60 h

Syllabus

Unit 1 Genre Studies 15 h

John Keats: To a Friend Who Sent Me Some Roses - Author's Note - title indications-
outline-paraphrasing the poem- context of poem- form- poetic devices- techniques-
Style

A.G. Gardiner: On Habits - Author's Note- Title indications- Outline -Passage Analysis
- context of the Prose - Narrative techniques- Style

SudhaMurthy: The Enchanted _Scorpions-Author's Note - title indications-Plot
summary- Outline of the story -devices- Narrative techniques- Style

David Pinski: A Dollar-Author's Note- Title indications -Plot Summary- Critical
Analysis-Themes- Characteranalysis - Terms- Symbols

Unit 1T Listening Skills 10h

Listening to Talks/Lectures by Specialists on selected subject-specific topics-Listening
to Public Announcements- Listening to Instructions and Directions-Listening to
Speeches- Listening to process/event descriptions to identify causesé effects

Unit 111 Speaking Skills 11h

Small Talk- Mini Presentations and Making Recommendations- Group Discussions,
Debates, and Expressing opinions through Role play- Picture Description-Giving
Instruction to Use a Product- Presenting a Product- Summarizing a Lecture-N arrating
Personal Experiences/ Events- Interviewing a Celebrity- Scientific Lectures-
Educational Videos- Debates- Different Viewpoints on an Issue

Unit IV Reading Skills 12h

Reading Biographies, Newspaper Reports, Technical Blogs-ReadingAdvertisements-
Gadget Reviews- Newspaper Articles- Journal Reports -~ Reading Editorials & Blogs-
Case Studies- Excerpts from Literary Texts

Unit V Writing Skills 12 hH

Inferring & Interpreting- Predicting Reorganizing Material- Summary Writing Based
on the Reading Passages- Writing - Emails & Essay Writing (Descriptive or Narrative)-
Grammar - Tenses- Question Types: Wh/ Yes or No/ and Tags

7, DrNGPASC
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Text Books

Keats, John. To a Friend Who Sent Me Some Roses. <https:/ /www.Poets.org,

- 1820, poets.org/poem/ friend-who-sent-me-some-roses.html/>(UnitI)

2 Gardiner, Alfred George. On Habits (n.d.). <Https://Www., Gutenberg. Ore/
Files /47429 /47429-H /47429-H. Html/> (Unitl)
Murthy, Sudha. The Enchanted Scorpions. (n.d.). <https: /[ WWW.

3  sseopalgani.in/online/EBooks/CLASS%20VI /Grandma’s%20Bag%200f %20
Stories%20by %20Sudha%20Murthy.pdf/>pp-34-39.(Unitl)

4 Pinski, David.A  Dollar-a  One-act Play.<wwv.-*.cme—ar:t~DlaVS.com i
comedies /dollar.html/>(Unitl)

5 Hart, Steve, AravindR.Nair, VeenaBhambhani. 2016. Embark: English for
Undergraduates. Cambridge University Press, New Delhi, India. (Unit II)

6 Lakshminarayan.2012. A Course Book On Technical English. Scitech
Publications Pvt. Ltd., New Delhi, India. (Unit III)

” Raman, Meenakshi&Sangeeta Sharma. 2016. Technical Communication-

| Principles And Practice, Oxford University Press, New Delhi, India. (Unit IV)

g Viswamohan, Aysha. 2017. English For Technical Communication (With CD),

McGraw Hill (India) Private Limited, New Delhi, India. (UnitV)
References

1 Bajwa and Kaushik. 2010. Springboard to Success- Workbook for Developing
English and Employability Skills. Orient Black Swan, Chennai, India.

5 Chellammal, V. 2003. Learning to Communicate. Allied Publishing House,
New Delhi, India
Krishnaswamy. N, LalithaKrishnaswamyé B.S. Valke. 2015. Eco English,

3

Learning English through Environment Issues. An Integrated, Interactive
Anthology. Bloomsbury Publications, New Delhi, India.

Syamala. V. 2002. Effective English Communication for You. Emerald
Publishers, Chennai, Tamil Nadu, India.
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Course Y.
Course Name Category |L | T | P |Credit
Code 501y
234CATA2CA DATA STRUCTURES CORE 4 (1] - 4
PREAMBLE

This course has been designed for students to learn and understand

Fundamental concept of data structure with effective utilization of space and time
Linear and nonlinear data structures

Different Searching, Sorting and Hashing techniques

COURSE OUTCOMES
On the successful completion of the course, students will be able ta

CcoO Knowledge
Number et ; Level
Understand  the fundamentals of data structures and algorithmic
CO1 . K2

complexity
Cco2 Demonstrate the operations of Stack and Queue and their applications K2
CO3 Implement operations on linked list and its variants K3
Apply non linear data structures such as trees and graphs in problem
CO4 i K3
solving
CO5 Analyze the various sorting, searching algorithms and hashing techniques K4
MAPPING WITH PROGRAMME OUTCOMES
COs/POs roi1 roz PO3 ro4 POs5
co1 v v
co2 v v v v v
C0O3 v v v v v
CO4 v v v v v
CO5 v v v v v
COURSE FOCUSES ON
v Skill Development Entrepreneurial Development
v Employability [nnovations
Intellectual Property Rights Gender Sensitization
Social Awareness/ Environment Constitutional Rights/ Human Values/
Ethics
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234CA1A2CA DATA STRUCTURES SEMESTER 11

Total Credits: 4
Total Instruction Hours: 60 h

Syllabus
Unit I Introduction to Data Structures and Arrays 10 h

Introduction: Basic Terminology -Classification of Data Structures -Operations on
Data Structures-Abstract Data Type-Algorithms-Time and Space Complexity -Big O
Notation-Omega Notation (Q) -Theta Notation (®). Arrays: Declaration of Arrays-
Accessing the elements of an array-Storing values in Arrays-Operations on Arrays.
Applications of Arrays: Sparse Matrices

Unit IT Stacks and Queues 12h

Stacks: Array Representation of Stacks- Operations on a Stack-Linked
Representation of Stacks. Applications of Stacks: Evaluation of Arithmetic
Expressions —Recursion. Queues: Array Representation of Queues - Operations on
Queues -Linked Representation of Queues - Circular Queues. Applications of
Queues: JOB Scheduling

Unit ITII Linked Lists 12 h

Singly Linked Lists: Inserting a node in a Linked List- Deleting a node from a
Linked List. Circular Linked Lists: Inserting a node in a Circular Linked List -
Deleting a node from a Circular Linked List. Doubly Linked Lists: Inserting a node
in a Doubly Linked List - Deleting a node from a Doubly Linked List. Applications
of Linked Lists: Polynomial Addition

Unit IV Trees and Graphs 14 h

Trees: Binary Trees - Representation of Binary Trees -Creating a Binary Tree -
Traversing a Binary Tree- Binary Search Trees and its Operations - Threaded Binary
Trees. Applications of Trees: Expression Trees. Graphs: Graph Terminology -
Representation of Graphs - Graph Traversal Algorithms.Applications of Graphs:
Shortest Path Algorithm : Dijkstra's Algorithm. Minimum Spanning Trees : Prim's
Algorithm

Unit V Searching , Sorting and Hashing 12h

Searching: Linear search -Binary Search. Sorting: Bubble Sort - Insertion Sort -
Selection Sort - Quick Sort-Merge Sort -Heap Sort. Hashing and Collision: Hash
Tables - Hash Functions - Collision. Applications of Hashing: Keyword Table in a

Compiler.
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Text Books

Reema Thareja, 2018, “Data Structures using C”, Second Edition, Oxford

4 University Press.
2 G AV Pai, 2017, “Data Structures and Algorithms: Concepts - Techniques
and Applications”, McGraw Hill Education.
References

1 Mark Allen Weiss, 2014, “Data Structures and Algorithm Analysis in C++7,
Third Edition , Pearson education.

9 Yashavant Kanetker, 2003, “Data Structure Through C++ Paperback” ,4th
Edition, BPB Publications.

3 Lipchitz (Schaum's Outline Series), 2010,”Data Structures with C”, McGraw
Hill Education.

4  https:// www.tutorialspoint.com/data_structures algorithms/index.htm

Dr.NGPASC

B.8¢. Computer Science with Cvber Securitv(Students admitted during the AY 2023-24)
COIMBATORE | INDIA .




Coutrse .
Code Course Name Category | L | T | P | Credit
234CSTA2CA | OBJECT ORIENTED PROGRAMMING WITH C++ CORE |4]|-]- 4
PREAMBLE

This course has been designed for students to learn and understand

®  The object orientedprogramming principles.

®  The structure and features of C++.

®  The design and implementation of OOPs concepts using C++.

COURSE OUTCOMES

On the successful completion of the course, students will be able to

co Knowledge
Number &0 Statemgnt Level
Describe the concepts of object oriented programming and basic
Cco1 : . S K1
constructs of C++ programming
co2 Design simple applications using classes and objects K2
Cco3 Tllustrate the concept of Inheritance and apply pointers and strings X3
CO4 Apply polymorphism and exception handling in program design K3
Co5 Implement programs using File Management and STL K4
MAPPING WITH PROGRAMME OUTCOMES
COs/POs ro1 PO2 PO3 Po4 PO5
co1 ¥ v v
coz2 ¥ v
CcO3 v v v
CO4 v v v
COS5 b s s v
COURSE FOCUSES ON
W Skill Development Entrepreneurial Development
s Employability Innovations
Intellectual Property Rights Gender Sensitization
Social Awareness/ Environment Constitutional Rights/ Human Values/
Ethics
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OBJECT ORIENTED PROGRAMMING WITH

234CS1A2CA SEMESTER 11

C+t
Total Credits: 4
Total Instruction Hours: 48 h
Syllabus
Unit I Introduction to Object Oriented Programming 8h

Introduction - Programming Paradigms - Key concepts of Object-Oriented
Programming - Applications of Object-Oriented Prograrmning - Variable, Value
and Constant - Components of a C++ Program - Data Types - Expressions - Type
Conversion - Order of Evaluation - Formatting Data: Manipulators in
Input/Output- Branching and Looping.

Unit 11 Classes and Arrays 10 h

User-Defined Types: Classes-Class Definition-Member function- Access Modifiers-
Inline function- Constructors and Destructors- Instance Members: Instance Data
Members-Instance Member Functions -Static Members - Arrays: One-Dimensional
Arrays - Multidimensional Arrays. Case Study: Wave Array

Unit 11T Pointers, Strings and Inheritance 10 h

References - Pointers - Pointer Types and Pointer variables - Constant Modifiers -
Pointer to Pointer- Arrays and Pointers - Strings: C ++ String Class -C++ String
Library - Inheritance: Private, Public and Protected Inheritance - Association -
Dependency

Unit IV Polymorphism and Exception Handling 10 h

Polymorphism- Binding- Abstract Class : Pure Virtual Functions - Multiple
Inheritance - Overloading Principles - Overloading as Member- Nonmember-:
Friend function-Exception Handling : Approach- Exceptions in Classes - Standard
Exception Classes - Templates: Function Template - Class Template.

Unit V File Handling and Standard Template Library 10h

Input and Output stream - Stream Classes - Console Streams - Console Objects -
Stream State - File Streams - File I/O - Opening Modes - Sequential Vs Random
Access - String Streams - Formatting Data: Direct use of Flags, Fields and Variables
- Predefined Manipulators-Standard T emplate Library: Iterators, Sequence
Containers, Container Adapters.

: . Dr.NGPASC
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Text Books
1 Ashok Kamthane, 2017, "Object-Oriented Programming with ANSI and
Turbo C++ 3rd Edition", Pearson (Unit 1.1 to 1.3).
) Behrouz A. Forouzan, Richard F. Gilberg, 2020, "C++ Programming: An
Object-Oriented Approach", McGraw-Hill Education (Unit I to V).
References

1 Bjarne Stroustrup, 2022, "C++ Programming Language, Fourth Edition"
Pearson.

9 E Balagurusamy, 2020, “Object—Oriented Programming with C++, 8th
Edition", McGraw Hill Education

M. Ashwin, V. Sreeprada, M. Santhosh, 2022, "A Hand Book on C++
Programming", Notion Press

4 YashavantKanetkar, 2020, "Let Us C++", BPB Publications.
5  https://www.codecademy.com/

6 https:/ /www.simplilearn.com/
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CORE PRACTICAL: DATA STRUCTURES
234CY1A2CP USING Co++ SEMESTER II

Total Credits: 2
Total Instructions Hours: 48 h

5.No Contents
1 Implementation of Conditional Statements and Loops
2 Implementation of Stacks and queues.
3 Apply constructors and Destructors to find the sum of digits of a number

until it reduces to single digit.
4 Using arrays implement Linked List concept.

Create a class to store the details of an employee. Apply the concept of
5 inheritance and calculate the different allowances (DA, HRA and PF)
based on the basic pay..

6 Implement the concept of binary search and linear search
7 Demonstrate function and operator overloading.

8 Perform the three types of tree traversals using C++.

9 Apply the concept of Pure Virtual functions.

10 Implementation of graphs.

11 Demonstrate Standard Template Libraries.

12 Implementation of Sorting algorithms.

Note: Any 10 Experiments are Mandatory.
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Cé:;l;see Course Name Category T | P | Credit
232MT1A2ID MATHEMATICS FOR COMPUTING- II IDC 1(-| 4
PREAMBLE
This course has been designed for students to learn and understand
®  the concepts of probability theory and distribution
®  the method of finding the moments of a random variable
the method of checking the validity of parameters through test statistic
COURSE OUTCOMES
On the successful completion of the course, students will be able to
Nucn?ber CO Statement Knc[a:::ldge
COo1 State the basic concepts of probability theory K1
co2 Discuss the concept of discrete and continuous distribution K2
Cco3 Define the parameters of central tendencies and dispersion K2
CO4 Demonstrate the applications of correlation and regression K3
CO5 Analyze the validity of the values of parameters through hypothesis testing K3
MAPPING WITH PROGRAMME OUTCOMES
COs/POs PO1 roz2 PO3 PO4 o5
co1 v 4 v
co2 v v v v
co3 v v v v
CO4 v v v v
COs v v v v

COURSE FOCUSES ON

v Skill Development

v Employability

Intellectual Property Rights

Social Awareness/ Environment

Ethics

[nnovations

Constitutional

Entrepreneurial Development

Gender Sensitization

Rights/ Human Values/
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232MT1A2ID MATHEMATICS FOR COMPUTING- II SEMESTER II

Total Credits: 4
Total Instruction Hours: 60 h

Syllabus
Unit 1 Elementary probability and Random variable 11h

Random experiment - De-Morgan's laws - conditional probability - generalization
o (@}
of multiplicative law - Bayes' probabilities - random variable - discrete and
continuous random wvariable - distribution function - discrete probability
distribution and function - mathematical expectation - moments - moment
P
generating function - characteristic function - cumulants.

Unit 1T Probability Distribution 12k

Binomial distribution - Bernoulli's theorem - Poisson distribution and Poisson
variate X - relationship between the probabilities , P(X=x) and P(X=x+1) -
Hypergeometric distribution - Normal and Lognormal distribution - Beta, Gamma
and Exponential distribution - Weibull distribution

Unit III Measures of Central tendency and Dispersion 13 h

Characteristics of a good measure of central tendency - mean - arithmetic Mean -
pooled mean - geometric Mean - harmonic mean -median - mode.

Measures of dispersion - purposes - properties -range - interquartile range —mean
deviation - variance - standard deviation - coefficient of variation.

Unit IV~ Correlation and Regression Lk ;

Scatter diagram - least square method - properties - regression line of X on Y- .
regression coefficient from coded data - correlation methods - graphical method -

correlation coefficient - correlation in grouped bivariate data - relationship between

correlation coefficients and regression coefficients - rank correlation.

Unit V Test of Significance and t- Test 12 h

Types of hypothesis -two types of errors - level of significance - critical region - one
and two tailed test - size and power of a test -randomized test -non randomized test
- degrees of freedom - student's t- test - test of equality of two population means -
paired t- test - interval estimation - large sample tests - tests of hypothesis for
proportions.

B.Sc. Computer Science with Cyber Security(Students admitied during the AY 2023-24)




Text Books

Agarwal B. L, 2013,"Basic Statistics", 6thEdition, New age International(P)
Limited publishers, New Delhi.

References

Gupta C.B and Vijay Gupta, 2007, "An Introduction to Statistical Methods",
23rdEdition,S.Chand& Co, New Delhi.

Sanchetti, D.C. Kapoor, V.K, 2010"Statistics" 7thEdition,S.Chandé& Co, New
Delhi.

3 Veerarajan. T,2017, "Fundamentals of Mathematical Statistics", 1stEdition, Yes
Dee Publishing Pvt Ltd, Chennai.

4 SivaramakrishnaDas.P, Vijayakumar.C, 2020, "Probability and Statistics", 2nd
Edition, Pearson Education, Noida.
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231TL1A2AA PART-1V: BASIC TAMIL SEMESTER II

Total Credits: 2
Total Instruction Hours: 24 h
Glartusena 2023-24gy1b sdallwiran® wpss CarGearmids e g
(10 whyid 12~ @b e1g iy suenr sl Qurflimr ib LufeorseiiaendeE)

(u@eusg Cgiray @)aenev)
Syllabus

Unit 1 101 Guorifluflesr jiql1Lsn L& @ piseT 05 h

STURS 16T Dl (Lpsid
1. o ulli srwssisssT - BMls) , QB sTapdgssiT

2. Qwiir eTpSHISHaT ~ ausvadleTid, Glwsvedlsorin, @)am_wilesrin

3. o i@l sT(pdHg)sHHeT
4. uuim4

Unit II Qarpasaflsr smflpsio | 05 h
1.QluwTdFGgrsy

2. allsnardGlarsy — aflerdsin (sT.mm.)

3.uufimaA
Unit 11 GOILY sTIpS5ISH0 05 h
1. Quuwir, gasufl, ur_iifle) , saprfluilst waeaf

2. 58 wrgmsst(12), sunrgprd ser(7)

3. GTENTHST (RETDI (PSH6V LSS UENT), QIQaUTISET, CIsTITENTHIESST

Unit IV GOILIL sTp&I56) 05 h
1. sswiteusr, LpLiLisT, ENEVAE T

2.uaflgrsaisr 2 maliGuwissr

3. sarraeflerGuwrssT (sraimeanflsana 10)

Unit V uullp A ugg 04 h
uullH AL L@ (e_swrwr@ @)L bissr)

auE Litsmm, Gumhg Blansuwb, Fhang— GUHsD,6T(LGI 56V,
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Notes:

SBLAIT HFCsTe~ eleTrésmsr Hjailipenpr ClLTHs5 w&li @ LsssTasT - 50

UGS —9)
Fflwirer afle_sniug Gaiay Glaiizss) 10 x2=20

L&Z) —2
Fflur? geumm? 10x2=20

L3 - &)
2 LS SjeTallsy allem_Waiflds 1x10=10

EGoluy:
o aTHS| eVGHHaT F)hhHSHID allarmrdhsst oamioge) Geausir(h
o LEGH @-Ssrar allarrsssr §)5)9{005) S|GI6THTD HfLIUsHLulls) HW %6V GaussaT(hlLb

Text Book
1 Sgliuenl g Sl - 2023-2024,05TE 0L SUlpSsenm, LT&ELiT ster.gd].Ll. Hemev S Wlailiws)
segrfl,Garuwibyggri.Clauafluf (k). Bluy, Qrepatl 4 anasi,GlFaTans. {Unit | to [V)
References

1 spedTmITID LI LITL_[RTSY = H16PHTH D LITL_[BT6) &LpHLD, GlFaiTamanT.

5 ullp Gevenws sevallasysn - TAMIL VIRTUAL ACADEMY susnsuger (tpHeu:
<https:/ /www.tamilvu.org/ >
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231TL1A2AB PART-IV: ADVANCED TAMIL SEMESTER 11

Total Credits: 2
Total Instruction Hours: 24 h
Glarmisemew 2023~ 2024 gyib sdellureas @ wss CoiGearidesiflug
(10 wmmib 12~ gy au@LiLsafls Huilp Comyfliim 1o uuflesrmeuias emae o Muig))

(upous Gpire; G)vame )
Syllabus

Unit I S aflangeser 06 h
1. s wmr® - urrgwrr

2.wergley 2 migl Geuamr@in - uryglwri

3. @laTugs i) - LrgSs s

4.Gauensusaree Gausirallassir - Hrrmumy sl

S.aublpr! & Cuarsug sulpr! - srdwrenhbasit
6. plyys srsvd(10 sallengansir)- opflayws) Halengssir

Unit 11 S [Henr 05 h
S (HenTd ClBTELIL| ~BUSITPE] - THLIT (p. 6T TTFeT

1. BLbLildens

2. 1|8V63T i LD

3. wersTUT(R

Unit Il Gedser 04 h
1.6usbellarin 1lg1d wmmyth ST &)L kigsT

2. 01,m,8,1p,807, 5, Gu0T, 63T ~ Gaumium® &) rlss0

Unit IV &1 &IBI& 6T 05 h
1. urrrl B& sigg

2. el sl

3. o|amipliLys Hig.slo

4. saaiavas aflssarantiiLimigsT
Unit V Ll Al Ligdl 04 h

e L Lumg:s Ll L]

Glurgid saneliysellsy salsng, sl BT sripsFElFiiss
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g5 LEUTE BHS Coiey - ofl@TTSSTST J|sIOLIL] (pewm- Qs w16 usirssr 50
LGZ ~3)

siflwrar afent_sowg Caxiey Gaigsd 10 x1=10
L@ —~9)

Gamigl L @)L miseneT BlrL|s. 10x2=20
L@ )

@) ranr(h Lisa 3jeTaisy allem L_weflds 2x10=20

@oloy:

o SEnaThg S@Gsatsy @)mbgih ailsrmddasit osmiogs) Gausim(hin
o LGHE @-dsrar allaTTdssr (5190605 I)BIsTETH SgliusnLulls) geinge) Galsdr(hio
Text Book

Amiiyg SOl - 2023-2024, Qam@ly: sllipssienm, i sTsir.od).L1. semev jmlaflwisd
ssvaprfl, Garwnysgri. Ceuafluf®: Bluy, Gleersfl L& anaje, Qasremet. (Unit- | to 1V)

References

il GurAflwir yeveuT GFrw. @)eraurar &1L LT ugliy. 2014 . sl @evds sursorm) -

wenflaumraai Ll lus b, blFaTansr.
2 LrsLi gp.aursrrasr. 2010, msvaurpsy, urfl Blemaviitd, GlssTenest.

Guyrdflwi wpenemsum LrsAwGLfl ,upgsH ugliiy.2013. Gsvésemrin - @eusdlur sursdmmi -
Quoirflg gl msir L Gaubser LSl L, GlFsiTamant..

4 Sl EG)ewenTid Healdispsd - TAMIL VIRTUAL ACADEMY. susmsvger psearfl

<https:/ /www.tamilvu.org/ >
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Cg;éze Course Name Category T | P | Credit
HUMAN RIGHTS AND WOMEN'S
235CR1A2AA : ABRCC |-l 2
RIGHTS
PREAMBLE
This course has been designed for students to learn and understand
Concepts of Human Rights.
Human Right Violations and Redressal Mechanism.
* Rights to Women and Child.
COURSE OUTCOMES
On the successful completion of the course, students will be able to
cO . Knowledge
Niiitnbas CO Statement el
co1 Understand the basic concepts of Human Rights. K1
Co2 Describe the Fundamental Rights. K2
- Relate Human Right Violations and Redressal K3
; 2
Mechanism.
CO4 State the Rights to Women and Child. K2
CO5 Apply Civil and Political Rights of Women. K3
MAPPING WITH PROGRAMME OUTCOMES
COs/POs PO1 roz ro3 PO4 Pos
co1 v v v
co2 v v v v
co3 v v
CO4 v v
CO5 v v v v v
Skill Developrnent Entrepreneurial Development
Employability Innovations
Intellectual Property Rights v Gender Sensitization
Ve Social Awareness/ Environment v Constitutional Rights/ Human Values/
Ethics
Dr.NGPASC
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235CR1A2AA HUMAN RIGHTS AND WOMEN’S RIGHTS SEMESTER II

Total Credits: 2
Total Instruction Hours: 24 h

Syllabus
Unit I Introduction to Human Rights 04 h

Meaning - Definition - Nature - Content - Legitimacy of Human Rights - Origin and
Development of Human Rights - Theories - Principles of Magna Carta - Modern
Movements of Human Rights - The Future of Human Rights. Case studies related
to human rights.

Unit U Human Rights in India 05 h

The Constitution of India: Fundamental Rights - Right to Life and Liberty -
Directive Principles of State Policy - Fundamental Duties - Individual and Group
Rights - Other facets of Human Rights - Measures for Protection of Human Rights
in India.

Unit III Human Right Violations and Redressal Mechanism 05 h

Human Rights: Infringement of Human Right by State Machinery and by
Individual - Remedies for State action and inaction - Constitutional Remedies -
Public Interest Litigation (PIL) - Protection of Human Rights Act, 1993 - National
Human Rights Commission - State Human Rights Commissions - Constitution of
Human Right Courts.

Unit IV Rights to Women and Child 05h

Matrimonial protection - Protection against dowry - Protection to pregnancy -
Sexual offences - Law relating to work Place - Directive principles of Constitution
(Article 39 &, d, &6 & Article 42, 43 & 46) - Trafficking of women - Constitutional
Rights - Personal Laws - Protection of children against Sexual Offences Act, 2012
(POCSO).Case studies related toSexual offences.

Unit V Civil and Political Rights of Women b B

Right of Inheritance - Right to live with decency and dignity - The Married
women's Property Act, 1874 - Women's right to property - Women Reservation Bill
. National Commission for Women - Political participation -Pre-independent
political participation of women - Participation of Women in post independent
period. Kavalan App.Case studies related to women rights.

Dr.NGPASC
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Text Books
1 Lalit Parmar, 1998, "Human Rights", Anmol Publications Pvt. Limited, New
Delhi.
5 Krishna Pal Malik, 2009, "Women & Law ", Allahabad Law University, New
Delhi.
References

1 Mandagadde Rama Jois, 2015, "Human Rights", Bharatiya Values, Bharatiya
Vidya Bhavan Publications, Mumbai.

o Paras Diwan and Piyush Diwan, 1994, "Women and Legal Protection", South
Asia Books, Andhra Pradesh.

g  Venkataram and Sandhiya. N, 2001, "Research in Value Educatmn” APH
Publishing Corporation, New Delhi,

4 Anand A S, 2008, "Justice for Women: Concerns and Expressions", Universal
Law Publishing Co., New Delhi.
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Course .
Code Course Name Category L | T|P | Credit
231TL1A3TA TAMIL- 111 LANGUAGE-I|3 |1 | - 3
PREAMBLE

This course has been designed for students to learn and understand

e QumELumLigerfler aumuilevrss &0 Lorflesr LIesoT LIT(H BIT& F& LD, LG S S M6
AHwWaimenm MWE QF IS0

FH606V LDMHMILD OTL|SHEM6T HMIWEF Q&FUIG60
LD IT60TEU 7 &5 61 60T LI6mL_L1LITE 8 &) M 6018606 2618 &6 & 5560

COURSE OUTCOMES

On the successful completion of the course, students will be able to

coO Knowledge
Number CO Statement Level
co1 QUITLD &5 60)8 5 5 M 60T 55 6T (Life Skills)- LD T6D0T 6L [J 85 611 60T K1
QEFWEVMESHSH MM 6T 26186 & 560
CcO2 LHLIL &S] (Attitude and Value education) K2
Cco3 LML @) 60600TdF Q& WeVLIM(BH &6 (Co-curricular activities) K2
CO4 &LPedlwev &y,& LD (Ecology) K3
CO5 Qmdl 9infle(Tamil knowledge) K3
MAPPING WITH PROGRAMME OUTCOMES
COs/POs PO1 PO2 PO3 PO4 PO5
Cco1 v v v
Cco2 v
Co3 v
CO4 v v
CO5 v v
COURSE FOCUSES ON
v Skill Development v Entrepreneurial Development
4 Employability 4 Innovations
v Intellectual Property Rights v Gender Sensitization
v Social Awareness/ Environment v C;)lnstitutional Rights/ Human Values/
Ethics

B.Sc. Computer Science with Cyber Security(Students admitted during the AY 2023-24)
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231TL1A3TA TAMIL- II1 SEMESTER III

Total Credits: 3

Total Instruction Hours: 48 h

Syllabus
Unit I & I L1L9) W 11 &5 61T 10h

1. VILH ST -aULPE G T &HTend

2. 1060l 1GLO & emeV-FenT LNFenaWll L &mens

Unit II & I LI L) Wi 1 &5 61T 10 h
1. SUJTOTWEOTD  -(&LDLGST600T60T eU6MGLILIL6VLD: LIMT. 6T600T : 60
(W& 6L — 100 eUem T

2. QuUIflw YTmeoord - SSH\LIG S [HITUIEOTITITL|[J IT600T LD

Unit III  S\mHnflev &G Wik &6 10 h
L.OMGEGHMTVEGMEHTF - uFbhHSaIved) UBSTIQW  Fmiil (6:
485600760011 55 61T)

2.560BI& S SILILIT6ol ] -HeTUMQWS: CUMIHSeTs: SHITLG)-  LIm.ereor: 472
(P& 6V- 502 UM

Unit IV @eu&&H W eugeummi 10h
Lemulwd - euepwenm,SQuUEmm  STLLWBIS6T,eeh s ml
STULNWIBIS 6T

2.8 IDUFMDMUuesord, Quflw Lygmesord — GmlLiL

3. AmMlevsH Wk s erfler GHTMMNLD aUeTHEFFI WD

Unit V @ 6v& & 6evoTd &LIWMHEFIL LIGH 08 h
3. @)6V88600TLD

1.Um eUem&&6T : Qeussorlm, S flwlium, sSedlium, el uUr - QuUTs
@ 6L8&&H600TLD 0L (HILD.

2. Sjeoofl: 2 elemlowleool]l, 2 (HeudH I|60oll, @EVQUITIHET 2 _6U6ILOUIE0T]
6TE&LD, 2_55TIevorLD.

. LWIMmEAI LGS

,45‘,55&':01 *ég%\ Dr.NGPASC
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1.0UMEFST &QSID: BTeflHLD, eUTQeTmed, QFUISH 26T _&EISGEHEHE IDIF6orD
T SIBH6

2.5 eI5&HmS ADJFerDd: SFHUW WOHMID WIHeV HTsE NGS QUMM
SO G HemnTLILLMISG6T L (LD

Text Book

SO QUTEILILMLLD-2023 -2024 ,Q5TGLL: SUWLSSHMM, LISLT
1 erer.glL. semev mlelliey sevaurifl,GamwbLSSTT. Qeueflui®: mlw,
QFEH &I L& ame|en,tlFeTemeot. (UnitIto V)

References

GumAflwy yeveuy G&FMWD. @6TeUT&:, 6T LMD LS LIL-2014,510LD

1
@6VEH W QUTEVMTMI- D60 EUMTEFST LG LILISLD, 6 &F 60T60)60T.
9 Gumelwy wemetreul LUMHHWGWF], s M LUFLIL- 2013,E)608 856007 LD-
@eVEHIW alFevmml- QTS H MET- L,CeUbH& 6T LGS LD,6 & 60Tem6or. .
3 SO @emenTld &HeVeNE&HLPEID - TAMIL VIRTUAL ACADEMY. 6606V 6MT

(I,D&G).IIJ‘]: https:/ /www.tamilvu.org

EESeS,  DrNGPASC

il
| 2

e /; ) COIMBATORE | INDIA B.Sc. Computer Science with Cyber Security(Students admitted during the AY 2023-24)

B
\\'_fnnj_.'--


https://www.tamilvu.org/

85

Course .
Code Course Name Category L | T | P |Credit
231TL1A3HA HINDI- I1I LANGUAGE-I 3 |1 | - 3
PREAMBLE

This course has been designed for students to learn and understand

the writing ability and develop reading skill

® the various concepts and techniques for criticizing literature

®  the techniques for expansion of ideas and translation process

COURSE OUTCOMES
On the successful completion of the course, students will be able to
co CO Statement Knowledge Level
Number
Cco1 Learn the fundamentals of novels and stories K1
CcO2 Understand the principles of translation work K2
CcO3 Expose the knowledge writing critical views on fiction K2
CO4 Build creative ability K3
CO5 Apply the power of creative reading K3

MAPPING WITH PROGRAMME OUTCOMES

COs/POs PO1 PO2 PO3 PO4 PO5
co1 v v v
co2 4 v
CcO3 4 v v
CO4 v
CO5 v v v v

COURSE FOCUSES ON
v Skill Development v Entrepreneurial Development
v Employability v Innovations
Intellectual Property Rights v Gender Sensitization
v Social Awareness/ Environment v Constitutional Rights/ Human Values/
Ethics

= 5|
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231TL1A3HA HINDI- III SEMESTER III

o1

Total Credits: 3

Total Instruction Hours: 48 h

Syllabus

Unit I 10 h

U — BT WRIIR (HIATY)
(UTEH- HeR, gad, IR, 7R, Y- AR T, 30 HHd )

Unit II 10 h
gt aife b7 SfasT™: (JTYRUI M)
Unit III 10 h

DR U, D, TV, Teblfad, SUHT,=UDH

Unit IV 10h
BEICECE|
Unit V 08 h
3ATG3T-11T (Fadg-< I SiH)
(U110 to 20)
Text Books
| UehIRIh: SATeR JIBTe W SR, AYRISTR YaI-281001(Unit 1)
2 3TER HT% YEAAHHRA UHIRH ARSI, (Unit II)
3 UBRID: farle Qe HiARIMRI-282002 (Unit I11)
4 JIdh: ATHUMIGU-RHGaUBIRIG: fF-dIUd36 SATRIEIG-211024(Unit IV)
5 UDHIRIG: G0 HRA TER THT 95 -17(Unit V)
si{*%"% Dr.NGPASC
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Course .
Code Course Name Category L | T|P | Credit
231TL1A3MA MALAYALAM- III LANGUAGE-1| 3 |1 | - 3
PREAMBLE

This course has been designed for students to learn and understand

the writing ability and develop reading skill

e  the various concepts and techniques for criticizing literature, to learn the techniques for expansion of
ideas and translation process

the competency in translating simple Malayalam sentences into English and vice versa

COURSE OUTCOMES
On the successful completion of the course, students will be able to
Nu(r:r(z:)er CO Statement anzv‘}:{i 8¢

CO1 Learn the fundamentals of novels and stories K1
CcO2 Understand the principles of translation work K2
CO3 Expose the knowledge writing critical views on fiction K2
CO4 Build creative ability K3
CO5 Apply the power of creative reading K3

MAPPING WITH PROGRAMME OUTCOMES

COs/POs PO1 PO2 PO3 PO4 PO5
Cco1 v v
co2 v v
Cco3 v v
CO4 v v v
CO5 v v v v
COURSE FOCUS ON
v Skill Development Entrepreneurial Development
v Employability Innovations
Intellectual Property Rights v Gender Sensitization
v Social Awareness/ Environment v Constitutional Rights/ Human Values/
Ethics

= 5|
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231TL1ASMA MALAYALAM- III SEMESTER III

Total Credits: 3

Total Instruction Hours: 48 h

Syllabus
Unit 1 Poetry 10 h
Kumaranasan
Unit II Poetry 10 h
Kumaranasan
Unit III Poetry 10 h
Kumaranasan
Unit IV Poetry 10 h
VayalarRamavarma
Unit V Poetry 08 h
VayalarRamavarma
Text Books

Kumaranasan. 1998. Chinthavishtayaya Sitha. DC Books Kottayam, Kerala,
India.(Unit I to III)

2 Ayisha (Poem), National Book Stall Kottayam, Kerala, India. (Unit IV & V)

Reference

Dr.M.Leelavathy.Kavitha Sahithya Charithram. Sahithya Academy Thrissur,
Kerala, India.

,5%"% Dr.NGPASC
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Course .
Code Course Name Category L | T|P | Credit
231TL1A3FA FRENCH- 111 LANGUAGE-1|3 |1 | - 3
PREAMBLE

This course has been designed for students to learn and understand

®  the Competence in General Communication Skills - Oral + Written- Comprehension & Expression

the Culture, life style and the civilization aspects of the French people as well as of France

e the students to acquire Competency in translating simple French sentences into English and vice

versa
COURSE OUTCOMES
On the successful completion of the course, students will be able to
co
Number CO Statement Knowledge Level
CcO1 Learn the Basic verbs, numbers and accents K1
CcO2 Apply the adjectives and the classroom environment in France K2
CO3 Select the Plural, Articles and the Hobbies K2
CO4 Measure the Cultural Activity in France K3
Evaluate the sentiments, life style of the French people and the usage of the
CO5 L K3
conditional tense
MAPPING WITH PROGRAMME OUTCOMES
COs/POs PO1 PO2 PO3 PO4 PO5
Cco1 v v
co2 v v
CcO3 v v
CO4 v v v
CO5 v v v v
COURSE FOCUSES ON
v Skill Development Entrepreneurial Development
Employability Innovations
Intellectual Property Rights v Gender Sensitization
v Social Awareness/ Environment v Constitutional Rights/ Human Values/
Ethics

:z';él COIMBATORE | INDIA B.Sc. Computer Science with Cyber Security(Students admitted during the AY 2023-24)
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231TL1A3FA FRENCH- ITI SEMESTER III
Total Credits: 3
Total Instruction Hours: 48 h
Syllabus

Unit 1 10h
° Décrireun lieu. A Comprehendre la description | Comprendreune
°  Sjtuer partird’unerecherche | d’un lieu. presentation de catalogue

de documents, | Décrireunevilleouunerégiong | touristique.

composer une | u’onaime. Comprendre des

presentation Interrogersur la situation of pictogrammes.

touristique pour un | d’un lieu. Comprendre la

magazine ou un site | Comprendre des indications | description d’un lieu et

internet. sur la fréquenced’actions. d’une situation precise
dans un message
électronique.

Unit II 10h
Se situerdans le | A Comprehendre la | Comprendreune
temps. partird’unerecherc | description d'un lieu. presentation de

he de documents, | Décrireunevilleouunerégio | catalogue touristique.
composer une | nqu’onaime. Comprendre des
presentation Interrogersur la situation | pictogrammes.
touristique pour un | of d'un lieu. Comprendre la
magazine ou un | Comprendre des | description d'un lieu et
site internet. indications sur la | d'une situation precise
fréquenced’actions. dans un  message
électronique.

Unit III 10h
Raconter. Raconterune scene | Comprehendre le récit d | Ecrire une biographie a
° Décrire les | insolite a I’oreal et a | in voyage. partir d’eléments écrits.

étapesd’une I’écrit. Raconterses actions
action. quotidiennes.

Unit IV 10h
Exprimer Raconterune scene | Comprehendre le récit d | Ecrire une biographie a
I'intensité et la | insolitea 1'oreal et a | in voyage. partir d’eléments écrits.
quantité. I"écrit. Raconterses actions
° Interroger. quotidiennes.

Unit V 08 h

| Make in Own Sentences based on the above Lessons

Text Book

LATITUDES 1 (Méthode de frangais) Pages from 102-127, Author : RegineMérieux, Yves Loiseau(

Unit I to IV)

2|
7y COIMBATORE | INDIA
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Course .
Code Course Name Category L | T|P | Credit
231EL1A3EA ENGLISH - III LANGUAGE-II| 3 | 1 | - 3
PREAMBLE

This course has been designed for students to learn and understand

®  the basics of English grammar and specific usage

the importance of the vocabulary and its use in different contexts

®  the necessity of communication and composition writing skills

COURSE OUTCOMES

On the successful completion of the course, students will be able to

coO Knowledge
Number CO Statement Level
Cco1 Infer the specific usage of while-listening process K2
CcO2 Organize the various abilities and sub-skills involved in reading K3
CcO3 Utilize the importance of speaking skills and developing it through various K3
practices
CO4 Master diverse business communication formats and skills K4
CO5 Acquire all-round mature outlook to function effectively in different K4
context
MAPPING WITH PROGRAMME OUTCOMES
COs/POs PO1 PO2 PO3 PO4 PO5
Cco1 v v
CcO2 4 4 4
CcO3 v v v
CO4 v v ]
CO5 (1 [v] [l [v] [l
COURSE FOCUSES ON
v Skill Development Entrepreneurial Development
Employability Innovations
v Intellectual Property Rights v Gender Sensitization
v Social Awareness/ Environment v Constitutional Rights/ Human Values/
Ethics

2{5‘ COIMBATORE | INDIA B.Sc. Computer Science with Cyber Security(Students admitted during the AY 2023-24)
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231EL1A3EA ENGLISH - I1I SEMESTER III

Total Credits: 3

Total Instruction Hours: 48 h

Syllabus

Unit I Listening and Reading 09 h

Listening in casual conversation, Small group and Conference setting - Listening
for Factual Information- Barriers of Listening- Developing Listening skills- Poor
listening vs Effective Listening - Basics of Reading- Efficient and Inefficient
Readers- Advantages of Reading- Four Basic steps of Effective Reading- Stumbling
blocks in becoming an effective Reader- Strategies for Comprehending and
Retaining content- Effective Note Taking while Reading

Unit II Speaking 09 h

Purpose of General Conversations- Advantages, Features of a good conversation-
Tips for improving Conversation- Public Speaking- Importance of Public Speaking-
Benefits, Tips, Overcoming fear of Public Speaking- Preparatory steps - Structuring
the contents- Audience Awareness- Mode of Delivery

Unit III Writing Skills 10h

Preparing an Effective CV or a Resume with Job Applications- Employers
expectation - Organize the material- Useful suggestions- Cover Letter- Content to
be included- Tone of the letter- Report Writing- importance- features- Types -
main parts- Feasibility report- Accident report- Scientific report- Memos -
Introduction- Structure- Proposal Writing

Unit IV English for Communication & Skill for Employment 12h

Notices, Agendas and Minutes- Business correspondence- Speeches- Meetings,
Vocabulary Development- Editing Skills, and Reference Skills- Reading and
Replying to E-Mails- Making Presentations- Interview Techniques- Group
Discussion, and Oral Presentation Skills- Interacting with Superiors, and Listening
to Reports and Customer Complaints- Preparing the minutes of a meeting-
Presenting Data in Verbal and Non-verbal modes- The Correct Attitude of
Employment

Unit V Soft Skills 08 h

Importance of soft skills- Attributes- Social Skills- Thinking- Negotiating-
Exhibiting- Identifying - Soft Skills training -Train Yourself- Practicing soft skills-
Measuring attitude - Self-Discovery: Importance of knowing yourself- Process -
SWOT analysis - Benefits - Usage - SWOT Analysis grid- Art of Negotiation

:'-I-'-' L-= /%E/l COIMBATORE | INDIA B.Sc. Computer Science with Cyber Security(Students admitted during the AY 2023-24)
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Text Books

Camp and Satterwhite. 1998. College English and Communication. 7th Edition
1  Glencoe Mchrawttill Publishers, New York, Unites States of America. (Unit ],
11, I1I)

Kumar, Sanjay and Lata Pushp. 2018. Language and Communication Skills for
Engineers. First Edition, Oxford University Press, India. (Unit I, II, III)

Mohan, Krishna and Banerji, Meera. 2009. Developing Communication skills.
2nd Edition, Macmillcan, India. (Unit I, 11, III, IV)

4  Alex. Soft Skills. 2009. S. Chand Publishing, New Delhi, India. (Unit V)

References

1 Ghosh, B.N. Editor. 2017. Managing Soft Skills for Personality Development.
McGraw- Hill Education, Chennai, India.

»  Miles Craven. 2008. Cambridge English Skills Real Listening and Speaking.
First Edition, Cambridge University Press, United Kingdom.

3  Mishra, Gauri and Ranjana Kaul.2016. Language Through Literature. Primus
Books, India.

4 Pillai G, Radhakrishna. 2000. English for Success. Emerald Publishers,
Chennai, India.
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C((:) : ;Ze Course Name Category | L | T | P | Credit
234CY1A3CA COMPUTER ARCHITECTURE CORE |4 - |- 4
PREAMBLE

This course has been designed for students to learn and understand

®  The basic concepts of computer architecture

®  the design considerations involved in implementing parallel and serial interface circuits.

®  he features of various interconnection standards, identifying their strengths and limitations.

COURSE OUTCOMES

On the successful completion of the course, students will be able to

coO Knowledge
Number CO Statement Level
Cco1 Remember the basic terminologies of computer architecture K1
CcO2 Understand the basic processing units and hardware components K2
CcO3 Understand the concepts of pipeline organization K2
o1 Analyze different bus arbitration techniques and their impact on system K4
performance.
CO5 Evaluate multiprocessor organizations based on their topology, scalability, K4
and communication mechanisms.
MAPPING WITH PROGRAMME OUTCOMES
COs/POs PO1 PO2 PO3 PO4 PO5
Cco1 v 4 v v
co2 v 4 v
Cco3 v v
CO4 v 4 4 v
CO5 v v
COURSE FOCUSES ON
v Skill Development Entrepreneurial Development
v Employability v Innovations
v Intellectual Property Rights Gender Sensitization
Social Awareness/ Environment Constitutional Rights/ Human Values/
Ethics

= 5|
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234CY1A3CA COMPUTER ARCHITECTURE SEMESTER III

Total Credits: 4

Total Instruction Hours: 48 h

Syllabus
Unit I Introduction 8h

Basic Concepts-Computer Types- Functional Units- Basic Operational Concepts-
Performance- Instruction Set Architecture- Memory Locations and Addresses-
Memory Operations- Instructions and Instruction Sequencing- Addressing Modes-
Assembly Language.

Unit 1I Input/Output and Processing Unit 10 h

Basic Input/ Output- Accessing I/O Devices- Interrupts- Basic Processing Units-
Fundamental Concepts- Instruction Execution- Hardware Components- Instruction
Fetch and Execution Steps- Control Signals- Hardwired Control- CISC Style
Processors

Unit III Pipelining 10 h

Basic Concepts- Pipeline Organization- Pipelining issues- Data Dependencies-
Memory Delays- Branch Delays- Performance Evaluation- Super Scalar Operation-
Pipelining in CISC Processors

Unit IV Input-Output Organization 10 h

Introduction - Bus Structure- Bus Arbitration- Interface Circuits: Parallel Interface
and Serial Interface- Interconnection Standards: Universal Serial Bus- Firewire- PCI
Bus- SCSI Bus- SATA- SAS- PCI Express.

Unit V Parallel Processing 10 h

Introduction- Parallel Processing: Multiprocessor Organizations- Symmetric
Multiprocessors- Cache Coherence and the MESI Protocol.

Text Books

[Carl Hamacher, 2012, “Computer Organization and Embedded Systems”,

1 6th Edition, TMH, New Delhi]

S, Dr.NGPASC
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References

1 Mahalakshmi. M, 2015, “Computer Architecture and Organization” 1st
Edition, Margham, Chennai.

) John L Hennessy,2011, “Computer Architecture”, 1st Edition, Elsevier New
Delhi.

3 Nicholas Carter, 2010, “Computer Architecture”, 4th Edition, TMH,
NewDelhi.
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C((:): ;Ze Course Name Category | L | T | P | Credit
234CY1A3CB | OPERATING SYSTEMS FUNDAMENTALS | CORE |3 |- | - 3
PREAMBLE

This course has been designed for students to learn and understand

®  the foundational principles, concepts, and mechanisms that underpin modern operating systems.

®  the inner workings of operating systems, gaining a deep understanding of how to manage resources.

® communication between software applications and hardware devices.

COURSE OUTCOMES
On the successful completion of the course, students will be able to
coO Knowledge
Number CO Statement Level
co1 Remember the basic concepts of operating systems and their impact on K1
computing.
Understand the transitions between thread states and the synchronization
CcO2 L . . K2
primitives used to coordinate thread execution.
CO3 Analyze the role of CPU scheduling in operating systems and its impact on K4
system performance.
CO4 Apply the segmentation concept and how to optimize memory. K3
CO5 Analyze the file system structure and implementation of the Linux K4
operating
MAPPING WITH PROGRAMME OUTCOMES
COs/POs PO1 PO2 PO3 PO4 PO5
CcOo1 ' v v v
co2 4 v v
CcO3 v v
CO4 v v
CO5 v v
COURSE FOCUSES ON
v Skill Development Entrepreneurial Development
v Employability v Innovations
v Intellectual Property Rights Gender Sensitization
Social Awareness/ Environment Constitutional Rights/ Human Values/
i — Ethics
Wﬁ Dr.NGPASC
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234CY1A3CB OPERATING SYSTEMS FUNDAMENTALS SEMESTER III

Total Credits: 3

Total Instruction Hours: 36 h

Syllabus
Unit I Introduction 7h

Introduction- Operating System Structure- Operating System Operations-
Computing Environments- Operating System Structures: Operating System
Services- System Calls.

Unit II Process Concepts and Threads 7h

Process concepts - Process Creation - Process Termination - Process states - Process
Description - Process Control. Threads: Processes and Threads - Thread States -
Thread Synchronization - Types of Thread - Multithreading model.

Unit III Process Scheduling and Deadlocks 7h

CPU Scheduling - Basic Concepts - Scheduling Criteria - Scheduling Algorithms -
Thread Scheduling - Multiple-Processor Scheduling - Deadlocks: Deadlock
Characterization - Methods for Handling Deadlock - Deadlock Prevention -
Deadlock Avoidance: Safe State - Resource-Allocation Graph Algorithm - Banker's
Algorithm - Deadlock Detection - Recovery from Deadlock.

Unit IV Memory Management 7h

Memory Management: Swapping - Contiguous Memory Allocation - Paging -
Structure of Page Table - Segmentation. Virtual Memory: Demand Paging - Page
Replacement: Basic Page Replacement - FIFO Page Replacement - Optimal Page
Replacement - LRU Page Replacement.

Unit V File Management 8h

File System Structure - File System Implementation - Directory Implementation -
Allocation Methods - Free-space Management

Case Studies: Linux System, Mobile Operating System.

S, Dr.NGPASC
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Text Books

Silberschatz, Galvin, Gagne, 2018, "Operating System Concepts", 9th Edition,
Wiley.

References

1 Andrew S. Tanenbaum, 2018,"Modern Operating Systems 4e", Pearson
Education India

) Mukesh Singhal, Niranjan G. Shivaratri, 2019, "Advanced Concepts in
Operaring System", 10th edition, McGraw-Hill

3  William Stallings, 2017, "Operating Systems: Internals and Design Principles",
9th Edition, Pearson Education

4 Herbert Bos, S. Tanenbaum, 2020,"Modern Operating System", 6th Edition
Pearson education.
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Course

Code Course Name Category L | T|P | Credit

234CY1A3EP | DATABASE DESIGN CONCEPTS |Core Practical |3 [0 (4| 5

PREAMBLE
This course has been designed for students to learn and understand

®  the importance of database design in building robust and scalable database systems.

®  efficient and scalable databases to manage and manipulate data effectively.

®  the Structured Query Language and PL/SQL

COURSE OUTCOMES
On the successful completion of the course, students will be able to
coO Knowledge
Number CO Statement Level
Understand and implement the fundamental concepts and principles of
Cco1 . K2
database design
CcO2 Demonstrate the basic concepts of SQL and implementation of constraints K2
Apply join operations to combine data from multiple tables based on
CcOo3 K3
related columns
o4 Understand the history and fundamentals of PL/SQL as a programming K2
language.
CO5 Understand and analyze the concept of Transaction Control Language K4
MAPPING WITH PROGRAMME OUTCOMES
COs/POs PO1 PO2 PO3 PO4 PO5
Cco1 v v v
co2 v v v v
CcO3 v v v v
CO4 v v v
CO5 v
COURSE FOCUSES ON
v Skill Development v Entrepreneurial Development
v Employability v Innovations
Intellectual Property Rights Gender Sensitization
Social Awareness/ Environment Constitutional Rights/ Human Values/
Ethics
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234CY1A3EP DATABASE DESIGN CONCEPTS SEMESTER III

Total Credits: 5

Total Instruction Hours: 84 h

Syllabus
Unit I Database Concepts 16 h

Database Concepts: A Relational approach: Database - Relationships - DBMS -
Relational Data Model- Integrity Rules - Theoretical Relational Languages.
Database Design: Data Modeling and Normalization: Data Modeling - Dependency
- Database Design - Normal forms - Dependency Diagrams - De -normalization.

1) Develop a design for a database.
2) Creation of entity relationships diagram.

3) Apply normalization.
Unit I1 Structured Query Language 17 h

Introduction to SQL - SQL Data Definition and Data types- Constraints in SQL-
Basic Retrieval Queries- INSERT, DELETE and Update Statements in SQL- Data
Manipulation Language (DML) - Adding a new Row/Record - Updating and
Deleting Existing Rows/Records - Retrieving Data from a Table - Arithmetic
Operations - Restricting Data with WHERE clause - Sorting - Revisiting
Substitution Variables - DEFINE command -CASE structure.

1) Creation of Tables
2) Modification of Tables

3) Implement constraints on tables.
Unit I1I Advanced SQL 17 h

Functions and Grouping: Built-in functions -Grouping Data. Multiple Tables: Joins
and Set operators: Join - Set operators- Nested Queries and Subqueries.
1) Creation of functions

2) Perform join operations.

3) Creation of subqueries and nested queries.
Unit IV PL/SQL 17 h

PL/SQL: A Programming Language: History - Fundamentals - Block Structure -
Comments - Data Types - Declaration - Assignment operation - Bind variables -
Substitution Variables - Printing - Arithmetic Operators. Control Structures and

S, Dr.NGPASC
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Embedded SQL: Control Structures - Nested Blocks - Transaction Control
statements. PL/SQL Cursors and Exceptions: Cursors - Procedures- Functions-
Packages and Triggers.

1) Working with PL/SQL basic commands.
2) Implement procedures and functions.

3) Working with packages and triggers
Unit V Transaction Management 17 h

Transactions: Transaction Concept - A Simple Transaction Model - Storage
Structure - Transaction Atomicity and Durability - Transaction Isolation -
Serializability - Transaction Isolation and Atomicity - Transaction Isolation Levels -
Implementation - Transactions as SQL Statements. Concurrency Control: Lock-
Based Protocols - Deadlock Handling - Timestamp-Based Protocols - Validation-
Based Protocols.

1) Apply TCL commands in SQL.

2) Implement a stored procedure in SQL that performs multiple database
operations within a single transaction.

Text Books
1 [A. Silberchartz, H. F. Korth, S. Sudarshan 2019, “Database System concepts”,
(7th Edn.), Mc Graw Hill. Unit 1 - V]
9 [Nilesh Shah, 2005, "Database Systems Using Oracle: A Simplified Guide to
SQL and PL/SQL", Second Edition, Pearson Education]
References

1 [Nilesh Shah, 2005, "Database Systems Using Oracle: A Simplified Guide to
SQL and PL/SQL", Second Edition, Pearson Education.]

) [Raghuram Krishnan, Johnanes Gehrke, (2011), “Database Management
System”, (3rd Edn.), Mc Graw Hill.

3 Orneil Patricand, O'neil Elizabeth,(2008), “Database Principles, Programming
and Performance”, (2nd Edn.), Margon Kaufmann Publishers Inc

4 Elmasri Ramez and Navathe Shamkant. B, (2010), “Fundamentals of
Database System Concepts”, (6th Edn.), Addison Wesley
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234CY1A3SP PYTHON PROGRAMMING SEMESTER III

Total Credits: 2
Total Instructions Hours: 48 h

S.No Contents
1 Programs to implement Variable and Assignment and Standard Built-in
Functions
2 Programs to Implement Operators and Numeric Type Functions
3 Programs to implement Strings and String Operators:

4 Programs to implement String Built-in Methods.
5 Programs to implement Lists and List Built-in Methods

6 Programs to implement Tuple and Tuple Built-in Methods

7 Programs to implement Dictionaries and Built in Methods.

8 Programs to implement Conditional Statements

9 Programs to implement Looping Statements

10 Programs to implement Switch case, Break and Continue Statements

11 Programs to implement Object Oriented Concepts.

12 Programs to implement standard libraries in Python.

Dr.NGPASC
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Course .
Code Course Name Category |L | T | P | Credit
232MT1A3ID DISCRETE MATHEMATICS IDC 4 - 4
PREAMBLE

This course has been designed for students to learn and understand
the logical operators and applications
®  the concept of relation and functions.

the application of graph theory, trees and automata.

COURSE OUTCOMES

On the successful completion of the course, students will be able to

CcO Knowledge
Number CO Statement Level
co1 learn the concept of set theory K1
co2 interprets the various optimization problems in the term of relations and K2
functions
COo3 identify applications of logical operators K2
CO4 model and solve real world problems using graphs and theory K4
CO5 relate the concept of Finite state automation in practical problems. K3
MAPPING WITH PROGRAMME OUTCOMES
COs/POs PO1 PO2 PO3 PO4 PO5
Cco1 v v v
CcO2 v v v
CO3 v v v
CO4 v
CO5 v v v
v Skill Development Entrepreneurial Development
v Employability Innovations
Intellectual Property Rights Gender Sensitization
Social Awareness/ Environment Constitutional Rights/ Human Values/
Ethics

B.Sc. Computer Science with Cyber Security(Students admitted during the AY 2023-24)
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232MT1A3ID DISCRETE MATHEMATICS SEMESTER III

Total Credits: 4
Total Instruction Hours: 48 h

Syllabus
Unit I Set Theory 9h

Set and its elements - set description - types - Venn-Euler Diagrams - set operations and
laws of set theory - fundamental products - index and indexed sets - partitions of sets -
minsets - countable and uncountable sets - Algebra of sets and duality - computer
representation - the inclusion and exclusion principle

Unit II Relations and Functions 10 h

Relations: Introduction - cartesian product of sets - binary relations - set operation on
relations - types- partial order relation - equivalence relation and classes-Functions:
Introduction - types - invertible functions - composition of functions.

Unit III Mathematical Logic 10 h

Propositional calculus - basic logical operations - statements generated by a set - conditional
statements -converse, inverse and contrapositive statements - biconditional - tautologies -
contradiction - contingency - argument - methods of proof - equivalence and implication

Unit IV Graph Theory and Trees 10 h

Basic terminology - paths, cycles and connectivity - subgraphs - types - isomorphic and
homeomorphic graphs - representation of graphs in computer memory- Eulerian and
Hamiltonian graphs - cartesian product - shortest path.

Trees: Properties - binary trees - complete binary tree - tree of an Algebraic expression -
traversing binary trees.

Unit V Language, Grammar and Automata 9h

Language: the set theory of strings - languages - regular expressions and regular languages
- grammar - finite state machine - finite state automata.

Note: 20% Theory and 80% Problem

,45(’%@, Dr.NGPASC
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Text Books

1 Sharma J.K., 2022, "Discrete Mathematics", 4th Edition, Trinity Press, New Delhi.

References

Tremblay J.P. and Manohar R., 1997, “Discrete Mathematics Structures with
1 Applications to computer science”, 2nd Edition, Mc Graw Hill International, New
York.

o  Venkataraman M.K, Sridharan N and Chandrasekaran N., 2000, “Discrete
Mathematics “, The National publishing Company, Chennai.

3 Kolman B, Busby R.C. and Ross S.C., 2006, “Discrete Mathematical Structures”, 5th
Edition., Prentice Hall of India Pvt. Ltd., New Delhi.

4  Kenneth H. Rosen., 1999, “Discrete Mathematics and its Applications”, 4th Edition,
Mc Graw-Hill Professional, New York.

U, DrNGPASC
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234CY1ASSA SELF STUDY: WEB ESSENTIALS SEMESTER III

Total Credit: 1

Syllabus
Unit I Introduction to Internet

Internet- Growth of Internet and ARPA Net-Owners of the Internet -Anatomy of
Internet - History of WWW - Basic Internet Terminologies - Net etiquette - Internet
Applications - Commerce on the Internet- Governance on the Internet - Impact of
Internet on Society.

Unit II Interconnectivity

Connectivity types - Setting up a connection - Hardware requirements- Selection of
a modem - Software requirements - Internet accounts by ISP-ISDN-Protocol
options-Service options. Internet Network: Network Definition Common
terminologies - Node - Host- Workstation -Network Administrator - Network
Components - Servers-client Server-Communication Media

Unit III Dimensional Data Warehouse

Browsers - Parts of a browser Window-Running a browser - Working with a
Browser. Search engines: - Types of search engines - Search and meta search
engines.

Unit IV E-mail

E-mail - E-mail Networks and Servers - E-mail Protocols - Structure of E-mail -
Attachments - E-mail Clients - E-mail Clients - web based E-mail-Address book -
Signature File.

Unit V HTML

Introduction to HTML - HTML browsers -Different versions of HTML-HTML tags
- Document overview - Header elements - Section headings - Block headings -
Lists-Inline elements - Images -working with Tables, Forms, Frames

,5%"% Dr.NGPASC
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Text Books

Internet Technology and Web design, 2011, Ramesh Bangia, Firewall Media,
Third Edition, Lakshmi Publications Pvt. Ltd.

References

1 Margaret Levine Young, 2019, “Complete Reference Internet” 9t Edition,
TMH.

) Rizwan Ahmed.P, 2015, “Internet and its Applications”, 1st Edition,
Margham Chennai.

3 Douglas E. Comer, 2009 “The Internet Book” 4th Edition, PHI Learning Pvt.
Ltd., New Delhi.
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234CY1ASSB SELF STUDY: DIGITAL MARKETING SEMESTER III

Total Credit: 1

Syllabus
Unit I Importance of Marketing in Business

Marketing and its Business Importance -Structure - Objective - Begin with a plan -
The digital marketing framework -Organizing your marketing plan to market your
business - Content marketing- Content plans.

Unit II Social media in business

Structure - objective - Social media landscape - Facebook - Content plan for social
media -Improving the metric of fan page - Customize page tabs - Implement and
monitor campaigns - Measuring impact - Measurement Analysis Optimization

Unit III Social Ads )

Structure - Objective - Choose the appropriate social network for your business -
Making display ads meet your goals- Facebook Ads - Create and manage ads on
Facebook - Run Campaign on Facebook - Setting up facebook and campaign

Unit IV SEO (Search Engine Optimization)

SEO for Beginners - Structure - Objective - Search Engine Optimization -
Relevance - Authority and SEO - Origin of SEO - Keywords for SEO - Legendary
Onsite SEO analysis - Accessibility - Indexability

Unit V Display Advertising

Display advertising to target your audience - Structure - Objectives - Working of
display ads - Ad server - Direct response marketing - Branding - Different display
advertising sales models.

,5%"% Dr.NGPASC

ltl.j\-'-' L—-—-y'g?' COIMBATORE | INDIA B.Sc. Computer Science with Cyber Security(Students admitted during the AY 2023-24)

1991 %



190
Text Books

Cecilia Figueroa, 2019, “Introduction to Digital Marketing 101", First Edition,
1  BPB Publications India.

References

Puneet Singh Bhatia, 2019, “Fundamentals of Digital Marketing”, Pearson
Education, Second Edition, India :

2 Seema Gupta, 2022, “Digital Marketing”, McGraw Hill, Standard Edition.

Stephanie Diamond, 2019, “Digital Marketing All in One for Dummies”, 6th
Edition, For Dummies.
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| ’ Course
i Course Name Catego L|T|P |Credit
Code 8oy
231TL1A4TA TAMIL -1V LANGUAGE-I| 3 |1 | - 3
} PREAMBLE
|

This course has been designed for students to learn and understand
o QumiuurLhsefear euruers sulprflar UaTuT®  BrHIHLD, LGS Mey
SpEWaIMenm AMWE Q&FWLIH6
* e LMHDID ITLSEE 6T HOIWEF QF LS

°  |nmereuaeleT LIenL LILITE S &5 MeTaH e 2618 @ eillg s 60

|
|
COURSE OUTCOMES
On the successful completion of the course, students will be able to
| CcO Knowledge
If N CO Statement : Lol
|
| QUMD &M &S B MET&HET (Life Skills)- LOMewTaUT & 660 QIF LIGVTESHS
co1 : Do K3
| BT 2615 G 6 &S 6V
CcO2 LGl & &Ha (Attitude and Value education) K4
Cco3 LITL @)6Me0ord Q& WeuLIM(Bh&6iT (Co-curricular activities) K4
Cco4 GLpeNWI6L 98810 (Ecology) . K4
CO5 Qmyl @jnfley (Tamil knowledge) K5
MAPPING WITH PROGRAMME OUTCOMES
COs/POs PO1 PO2 PO3 PO4 PO5
co1 v v v
cO2 v v
COs3 v v
CO4 v
CO5 4 v v
COURSE FOCUSES ON
v Skill Development - Entrepreneurial Development
& Employability Innovations
Intellectual Property Rights Gender Sensitization
Social Awareness/ Environment Constitutional Rights/ Human Values/
= Z Ethics
Dr.NGPASC
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231TL1A4TA TAMIL - IV SEMESTER IV

Total Credits: 3

Total Instruction Hours: 48 h
Syllabus

Unit 1 TLBHSCSH TS 10 h

1. Bhplemewr - &S Hewewor
l.um.erevor : 01 — &6l
[l.LIIT.6T600T : 88 — [B6VELIHSIGUEITITI
lIl.Lim.eT6v0T : 102 — Q&FWLNWeTTT
2. GOIHOSTENE — (LD6LEDIEVE S 60)600T |
l.LIT.6T600T : 65 — GHMaLTHILOMT
Il LIIT.6T600T : 167 — Sa L TT SO T

L0 S &) 60 6oor |
l.LIm.6T600T @ 08 — SY6UMBIGLY. QUBIGEOT T

ll.um.erevor : 61 — SILLNCEFFTHE 6o

ll.um.etesor :196 — LOl6M6ITES & [H & 60T
QBUIGH 6D G emevor

l.LIT.6T6ooT : 57 — FlemM&ESH. ILHENSWITH

Unit II TLBOSOH TN 08 h

1. 50505 Mams — LIMTeneu&H 60
l.LIm.6T600T : 09 — QUIBMBISHBICST

2. JBEMQIMI - I0(HS S S 606007
|.LIT.6T600T : 86 — [FELELITELTRILOM

3.ypBTarm - |L.LIT.6T600T : 188 — LIMewoTIq W6t &ipfleyemL BLOLY
Il.LIrT.6T6v0T : 192 — 856001 UI6BT L, M6l (& 60T 60T T T
I.LIT.6T600T : 279 — &8l LDTEFTSH WM
IV.Lim.eT600T @ 312 — QUUIMETALQWITIT

Unit III LS SILILTL G 10 h

1. LILIQe0TLl LIMemen — SIS 2 (H& S Bl & 600TemreT T -1(N&60 218 eurflasar
elem T LOL_(hILD.
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© Unit IV @ 6v& & W eUTeLITmI

1. 6TL(D & QSTen& HI6LE 6T
2. LSSILILTL () BI6L&6IT

Unit V @8 & emTID MM BmerTilel UGS
l. @ 6VE & 600D
1. OIBSHemenr — SeTL6T BhH eneuer - alengssin
2. UymEHenemr  — 12 &lemeuord e - allem& &L
Il LWIHAL LEH

FIGL UMLL&ET GMSS Hmeormile] G&Wlg5e.

Note: LW DAL LGHUN6L eNeoTTESHET DS H6V Fnl TS,

Text Book
QElwer BTl - Qomdll urLL - 2023- 24
1 Qsrely  sdbssien, LIsLD  erer.glUl.
sevaurifl,(Unit | - V)

113
10 h

10 h

Semev  pflaflwiey

References
i SUITAAWF LeveuF G&Mn. @emeugs:, eTlLmh U iy -2014, sLAlL
@eSHE QUTVTD -  aflaUTEFsF LSILILSLD, 6 F60Tener.
 cugmr®lur  weneraly  ursSHWGELHl,  Wwsom 2013,
2 Qe -GeuesHw  agery - QTLAISSH mer -LL, G 6 H & 60T

LS LIS, G&F 60T60)60T.

3 sl @emeooTws H606l & &G D. <http://www.tamilvu.org/>
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Course
Code Course Name Category L|T|P |Credit
231TL1A4HA HINDI - IV ‘ LANGUAGE-1} 3 | 1 | - 3
PREAMBLE

This course has been designed for students to learn and understand

°

the writing ability and develop reading skill

®  the various concepts and techniques for criticizing literature

® the techniques for expansion of ideas and translation process

COURSE OUTCOMES

On the successful completion of the course, students will be able to

Nufr%er CO Statement Knowledge Level
Co1 Learn the fundamentals of novels and stories K1
CcOo2 Understand the principles of translation work K2
COo3 Expose the knowledge writing critical views on fiction K2
CO4 Build creative ability K3
CO5 Apply the power of creative reading K3

MAPPING WITH PROGRAMME OUTCOMES

COs/POs PO1 PO2 PO3 PO4 PO5
Cco1 v v v
co2 v e
cos3 v v v
CO4 v
CcOos5 v v v v

COURSE FOCUSES ON
v Skill Development ; Entrepreneurial Development
v Employability i Innovations
Intellectual Property Rights : Gender Sensitization
. Social Awareness/ Environment ) Constitutional Rights/ Human Values/
Ethics
Dr.NGPASC
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231TL1A4HA HINDI- IV SEMESTER IV

Total Credits: 3
Total Instruction Hours: 48 h

Syllabus

Unit | 10 h
qredh
Unit I 10 h
Tchieh!
Unit I 10 h
DI HoR
Unit IV 10h
CRIKSLER]
Unit V " 08 h
SdTG 3 - I
Text Books

i ASTE — YIURETTA TR THTYe: Mot YHRE  21-A, TRANS 75 faeetl-110002.

(Unit 1)
: i UM - S I AR (R 3R dRT BIgeR) DT TATeR YRADIT

Fe3 TR, HYRT TR We=I-281001. (Unit 1)
BT Tos- (ST 1 forarh) el i2Ror - T, SRy UG- st faHiasd St

3
T BTt FARTe- Arsdt TR 3R Haf. (Unit 111
. QI G I AT UIGY — IHed Yebrieh: gl HaT 36 TameIE -211024.
(Unit IV)
. TAR N (@ad SIS R ) (U6 10 to 20)  TPTRIE: TV MR TR FHT
s -17 @310 to 20). (Unit V)
SR DrNGPASC
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Course 1
Cadi Course Name Category L|T|P| Credit
231TL1A4MA MALAYALAM- IV LANGUAGE-I1|3 |1 | - 3
PREAMBLE

This course has been designed for students to learn and understand

the writing ability and develop reading skill

e  the various concepts and techniques for criticizing literature, to learn the techniques for expansion of
ideas and translation process

the competency in translating simple Malayalam sentences into English and vice versa

COURSE OUTCOMES

On the successful completion of the course, students will be able to

Nu(ligder CO Statement Kn;‘gg:;i 8¢
co1 Learn the fundamentals of novels and stories K1
CO2 Understand the principles of translation work K2
CcOo3 Expose the knowledge writing critical views on fiction K2
CO4 Build creative ability K3
CO5 Apply the power of creative reading K3

MAPPING WITH PROGRAMME OUTCOMES

COs/POs PO1 PO2 PO3 PO4 PO5
Cco1 v v
cOo2 v : v
cOo3 v v
CO4 v v v
CO5 v v v v
COURSE FOCUS ON
7 Skill Development b Entrepreneurial Development
s Employability g Innovations
£ Intellectual Property Rights i Gender Sensitization
by Social Awareness/ Environment Constitutional Rights/ Human Values/
4 Ethics
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231TL1A4MA MALAYALAM- 1V SEMESTER IV

Total Credits: 3
Total Instruction Hours: 48 h

Syllabus
; Unit I Drama 10h
; Saketham- Sreekandan Nair
E Unit II Drama 10 h
) Saketham- Sreekandan Nair
Unit III Drama 10h
Saketham- Sreekandan Nair
Unit IV Screen Play 10h
Perumthachan- Vasudevan Nair
Unit V Screen Play 08 h

Perumthachan- Vasudevan Nair

Text Books

Nair, Sreekandan C.N. 2023. Saketham, Drama. DC Books Kottayam, Kerala,
India. (Unit I to III)

Nair, Vasudevan M.T. 1994. Perumthachan- Screenplay. DC Books Kottayam,
Kerala, India. (UnitIV & V)

Reference

Sankarapillai. 2005. Malayala Nataka Sahithya Charithram, Kerala Sahithya
Akademi Publishers, Kerala, India.
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Course !
Code Course Name Category L |T|P | Credit
231TL1A4FA FRENCH - IV LANGUAGE-I|3 |1 | - 3
PREAMBLE

This course has been designed for students to learn and understand

*  the Competence in General Communication Skills - Oral + Written- Comprehension & Expression

®  the Culture, life style and the civilization aspects of the French people as well as of France

o the students to acquire Competency in translating simple French sentences into English and vice

versa
COURSE OUTCOMES
On the successful completion of the course, students will be able to
oo CO Stat t Knowledge Level
Number D &
co1 Learn the Basic verbs, numbers and accents K1
CcO2 Apply the adjectives and the classroom environment in France K2
CO3 Select the Plural, Articles and the Hobbies K2
CO4 Measure the Cultural Activity in France K3
CO5 Evaluate the sentiments, life style of the French people and the usage of the K3
conditional tense
MAPPING WITH PROGRAMME OUTCOMES
COs/POs PO1 PO2 PO3 PO4 PO5
Cco1 v v
co2 v v
CcOo3 v v
CO4 v v v
CO5 v v v v
COURSE FOCUSES ON
v Skill Development Entrepreneurial Development
v Employability Innovations
Intellectual Property Rights Gender Sensitization
Social Awareness/ Environment Constitutional Rights/ Human Values/
= = Ethics
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231TL1A4FA FRENCH - IV SEMESTER IV

Total Credits: 3
Total Instruction Hours: 48 h

| Syllabus
Unit I 10h
| °Décrirequelqu’un. | En milieu | S’exprimersur les styles | Comprendre la
E ° Comparer professional, de vétemantReconnaitre | description de |
| ' recruiter des personnes a partit personnesdans  un
| quelquin et | de descriptions. extrait de roman.
| justifier sonchoix.
:
| Unit 11 10h
; ExprimerPaccord | En milieu | Décrire des personnes. | Comprendre des
| ou le désaccord. | professional, Comprendre des | différences de points
| ° Se situerdans le | recruiter personnes qui | de
| temps. quelquan et | experiment leur accord | vueexprimétesdans
| justifier sonchoix. | ouleurdésaccord. de message
: électronique.
| Raconter
| unsourvenir.
Unit 1II 10h
° Parler de | Discuter de | Comprendreune Comprendre le
Pavenir. l'organisation d'un | chanson. message d’une
voyage de | Echangersursesprojets | carte
SLOMPEPUIGPICPATEEURE | de viacancy d’anniversaire
fiche projet et Ila
templit.
Unit IV 10h
° Exprimer des | Discuter de | Discuter du | Comprendre le
souhaits.  ° | l'organisation d'un | programme de la |message  d'une
Décrirequelq | VOYase de | spire &  venir. | carte
uun groupepuispreparetune. - Addresser des | d’anniversaire
fiche . priojet. Kot e it 3
templit. )
quelqu’un.
Unit V 08 h
| Make in Own Sentences based on the above Lessons )

Text Book

{ LATITUDES 1 (Méthode de frangais) Pages from 128-151, Author : Regine Mérieux, Yves Loiseau
1 ( Unit I to IV)

/ %v;‘,‘ﬁu\%\
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Course Code Course Name Category L |T|P |Credit
231EL1A4EA ENGLISH - 1V LANGUAGEII (3|1 - 3
PREAMBLE

This course has been designed for students to learn and understand

e how language shapes society, enhancing critical reading, writing, and thinking skills through
various literary forms

o the fundamentals of writing, including essay composition, persuasive communication, and
creative expression

® the process of critical thinking through the analysis of literature

COURSE OUTCOMES

On the successful completion of the course, students will be able to

CO Knowledge
Nitnhior CO Statement T oo
Summarize main points and supporting details from listening to
CO1 - K K2
public addresses and demonstrate poem comprehension.
Demonstrate clear and expressive speech while engaging in role-play
CO2 il el K3
and dramatization activities.
Interpret textual elements such as themes, tone, and authorial intent
COs3 ' ¥ : : K3
1n various reading materials.
Produce clear summaries and paraphrases, maintaining the essence of
CO4 el K3
the original text.
Prepare for job interviews by employing appropriate interview
CO5 . : ; K3
} techniques, confidence, and professionalism.
MAPPING WITH PROGRAMME OUTCOMES
COs/POs PO1 PO2 PO3 PO4 PO5
CO1 v v v v
CO2 v g
CO3 v X
CO4 v v
Co5 v v v

COURSE FOCUSES ON

v Skill Development Entrepreneurial Development
v Employability Innovations
Intellectual Property Rights Gender Sensitization
v Social Awareness/ Environment éi}o;;s;titutional Rights( Hllimpn Velues)

i Dr.NGPASC
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231EL1A4EA ENGLISH -1V SEMESTER IV

Total Credits: 3
Total Instruction Hours: 48 h

Syllabus

Unit I Listening 10 h.

Nissim Ezekeil - Goodbye Party for Miss Pushpa T.S.

D.H. Lawrence - Last Lessons of the Afternoon

Dr. APJ Abdul Kalam's speech at European Union

Listening for subtext — Tone and Emotion — Vivid Language and Pacing — Listening for Vision and
Hope — Use of Storytelling

Punctuations: Periods, Commas, Semicolons, Colons, Apostrophes, Ellipses, Exclamation Points

Unit II Speaking 10h

Oscar Wilde - The Importance of Being Earnest ,
Direct Speech and Indirect Speech - Commands and Requests, Exclamations and Wishes,
Conversion of Indirect to Direct

Rules for changing direct speech into indirect speech

Unit 11X Reading 09 h

Gita Hariharan - The Remains of the Feast -

Langston Hughes - Thank You M'am ,

Making Inferences and Predictions - Identifying Author’s Purpose and Tone- Contextual
Vocabulary Building

Tenses: The Uses of Present, Past and Future Tenses

Unit IV Writing Skills 10h

George Orwell - Why I Write

Summarizing vs. Paraphrasing - Expressing Purpose and Intent in Writing- Constructing Strong
Arguments and Opinions

Grammar - Paraphrasing - Use of Paraphrasing, Characteristics of a good paraphrase, The
Paraphrase of Poetry, Special Hints, Method of Procedure

Unit V Soft Skills 09h

.Steve Jobs - 2005 Stanford Commencement Address - Effective Communication - Presentation
Skills

Business Corporate Soft Skills - Six common corporate conversation faux pas, Decision making
Techniques, Negotiation Styles Job Interviews - Preparatory Steps for Job Interviews - Interview
Skill Tips

Dr.NGPASC
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Text Books

Straus, Jane, Lester Kaufman, and Tom Stern, editors. The Blue Book of Grammar and
1 Punctuation: An Easy-to-Use Guide with Clear Rules, Real-World Examples, and
Reproducible Quizzes. 12th ed., Jossey-Bass, 2021. (Unit I)

Wilde, Oscar. The Importance of Being Earnest. Edited by Norman Page, 2nd ed., Penguin
Classics, 2000. (Unit II)

3 Hariharan, Gita. The Remains of the Feast. 1st ed., Penguin Books India, 1992. (Unit IIT)

Orwell, George. "Why I Write." George Orwell: An Anthology of His Prose, edited by John

4 Carey, Harcourt, 2000. pp. 232-237. (Unit IV)
Meyer, John. The Soft Skills Handbook for Corporate Success: Essential Strategies for
Business Professionals. 2nd ed., Business Insights, 2020. (Unit V)
References

1 Lawrence, D.H. The Complete Poems of D.H. Lawrence. Edited by V.J. Harding, Ist ed.,
Heinemann, 1992.

2 Buczynski, Mark. Soft Skills for the Workplace: How to Build Successful Relationships and
Advance Your Career. 2nd ed., Wiley, 2018.

3 Hughes, Langston. "Thank You, M'am." The Penguin Anthology of American Poetry, edited
by Rita Dove, Penguin Books, 2006, pp. 530-533.

4  Nelson, Brian. The Soft Skills Handbook: Essential Skills for the Workplace. 3rd ed.,
Business Publishing, 2019.

Dr.NGPASC
' COIMBATORE | INDIA B.Sc. Computer Science with Cyber Security (Students admitted during the AY 2023-24)




123

Course .
Code Course Name Category| L | T | P |Credit
234CY1A4CA | COMPUTER NETWORKING PRINCIPLES Core |4 |- |- 4
PREAMBLE

This course has been designed for students to learn and understand
®  Basic concepts of networking.
| ®  Principles and technologies behind modern networking systems.

Principles of Wireless Communication Networks.

COURSE OUTCOMES

On the successful completion of the course, students will be able to

cO Knowledge
N CO Statement Leoal
CcO1 Learn fundamentals of data communication and OSI Model. K1
| cOo2 Understand User Datagram Protocol and Transmission Control protocol. K1
\
| CcOo3 Acquire knowledge on network routing protocol concepts. K2
CO4 Interpret Exror Detection / Correction and Transmission media. K3
CO5 Understand Various IEEE Standards. K1
MAPPING WITH PROGRAMME OUTCOMES
COs/POs Po1 PO2 PO3 PO4 PO5
Cco1 v v v v
CcO2 v
CO3 v v A
CO4 v
CO5 v v ¥

COURSE FOCUSES ON

v Skill Development Entrepreneurial Development
7 Employability v Innovations
v Intellectual Property Rights Gender Sensitization
Social Awareness/ Environment Constitutional Rights/ Human Values/
Ethics

B.Sc. Computer Science with Cyber Security (Students admitted during the AY 2023-24)
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234CY1A4CA COMPUTER NETWORKING PRINCIPLES SEMESTER IV

Total Credits: 4
Total Instruction Hours: 48 h

Syllabus
Unit I OSI model 9h

Data Communication: Networks - Network Types - Protocol Layering — TCP/IP
Protocol Suite ~ Open System Interconnection Model - Application Layer Protocols:
Web and HTTP - FTP - Electronic Mail in the Internet - DNS.

Unit IT UDP and TCP Protocols 9h

Transport Layer Services - UDP: Segment Structure, Checksum-Reliable Data
Transfer: Go-Back-N, Selective Repeat- TCP: Connection, Segment Structure, Flow
Control, Connection Management- Principles of Congestion Control - TCP
Congestion Control.

Unit III Routing Protocols 10 h

Introduction - Virtual Circuit Networks - Datagram Networks - Router: Input,
Switching, Output - Internet Protocol: Datagram Format, IPV4, ICMP, IPV6 -
Routing Algorithms: Link-State, Distance - Vector - Routing in the Internet: Border
Gateway Protocol (BGP).

Unit IV Error Detection/Correction and Transmission media 10 h

Introduction - Error Detection and Correction Techniques: Parity Checks, Cyclic
Redundancy Check, Checksum - Random Access Protocol: Slotted ALOHA -
CSMA/CD- Link Layer Addressing and ARP- Physical Layer: Signals, Digital
Transmission, Analog Transmission, Multiplexing - Transmission Media: Guided -
Unguided.

Unit V IEEE Standards 10h

Introduction - Wireless Link and Network Characteristics - WiFi 802.11 Wireless
LAN: 802.11 Architecture - 802.11 MAC Protocol - IEEE 802.11 Frame -Personal
Area Networks: Bluetooth and Zigbee, Cellular Internet Access Architecture-
Securing Wireless LANs.

B.Sc. Computer Science with Cyber Security (Students admitted during the AY 2023-24)
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Text Books
James F. Kurose, Keith W. Ross, 2019,” Computer Networking, A Top-Down
1 i A sq0 .
Approach”, 6th edition, Pearson Education.
» Behrouz A. Forouzan, 2020, “Data Communications and Networking with
TCP/IP Protocol Suite, 6 edition TMH.
References
1 Larry L. Peterson, Bruce S. Davie, 2018, “Computer Networks: A Systems

Approach”, 5t edition, Relax India - New Delhi.

> William Stallings, 2019, “Data and Computer Communications”, 10th
edition, Pearson Education.

3 Andrew 5. Tanenbaum, 2022, “Computer Networks”, 5th edition, Pearson
India
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Course g
Code Course Name Category| L | T | P [Credit
234CY1A4CB PRINCIPLES OF CYBER SECURITY CORE |3|-|-| 3
PREAMBLE

This course has been designed for students to learn and understand

¢ Basics of information security principles.

Techniques to mitigate different cyber threats.

Security Controls

COURSE OUTCOMES

On the successful completion of the course, students will be able to
a9 CO Statement Knowledge

Number ' Level

co1 Summarize the foundational principles of information security K1
CO2 Understand cyber security threats. K3
COos3 Acquire knowledge on strategies to enhance threat protection. K2
CO4 Integrate security requirements for managing physical assets. K2
CO5 Identify and apply principles of privacy and regulatory compliances. K1

MAPPING WITH PROGRAMME OUTCOMES

COs/POs PO1 PO2 PO3 PO4 PO5
Cco1 4 v v v
co2 v
COo3 v v v v
Cco4 v
CcOos5 v v v v

COURSE FOCUSES ON
v Skill Development Entrepreneurial Development
i Employability v Innovations
v Intellectual Property Rights Gender Sensitization
0 Social Awareness/ Environment Constitutional Rights/ Human Values/
Ethics
Dr.NGPASC
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234CY1A4CB PRINCIPLES OF CYBER SECURITY SEMESTER IV

Total Credits: 3
Total Instruction Hours: 36 h

Syllabus
Unit I Information Security and Cyber Security 7h

Introduction to Information Security: Principles, Policies — Cyber security Overview
. _ Difference between Information Security and Cyber Security - Common threats
in the market - Importance of Cyber Security - Cyber security strategy and its
importance - Strategy components.

Unit II Cyber security Methods 6h

Password Cracking - Malwares - DoS and DDoS Attacks - SQL Injection -
Phishing: Different Techniques, Common Phishing Scams, Prevention Measure-
Identity Theft: Types, Techniques, Prevention - Attacks on Wireless network:
Types, Tools.

Unit IIT Next Generation Firewalls 9h

Perimeter Networks: Firewall, Types - Deep Pocket Inspection - Web Proxy and
Secure Web gateway - Web Application Firewall-Virtual Private Network - Zero
Day Attack Protection - Intrusion Detection and Prevention System - Domain
Name System Security - Next Generation Firewalls - Web Security Solutions.

Unit IV Cyber Security Planning 8h

Security Governance principles, components and Approach-Information Risk
Management-Asset Identification-Threat Identification-Vulnerability Identification-
Risk Assessment Approaches-Likelihood and Impact Assessment-Risk
Determination, Evaluation and Treatment-Security Management Function-Security
Policy- - Security Models: Bell La Padula, Biba Integrity, Chinese Wall.

Unit V Security Controls 6h

People Management-Human Resource Security-Security ~Awareness and
Education-Information Management- Information Classification and handling-
Privacy-Documents and Record Management - Physical Asset Management-Office
Equipment-Industrial ~Control Systems-Mobile Device Security - System
Development - -Incorporating Security into SDLC

Dr.NGPASC
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Text Books
1 Ashish Misra, 2022, “Modern Cybersecurity Strategies”, 1st edition, BPB
Publications.
2 William Stallings, “Effective Cybersecurity: A Guide to Using Best Practices
and Standards”, 1st edition, Addison-Wesley Professional.
References

1 James Graham, Richar Howard, Ryan Olson, 2011, “Cyber Security
Essentials”, CRC Press.

Nina Godbole, Sunit Belapur, 2011, “Cyber Security Understanding Cyber
2 Crimes, Computer Forensics and Legal Perspectives”, Wiley India
Publications.

3 W.A. Coklin, G. White, 2016, “Principles of Computer Security”, 4th edition,
McGraw-Hill. '
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C((:) ::ize Course Name Category LI|IT!|P| Credit
234CY1A4EP JAVA PROGRAMMING Core Practical |3 | - |4 5
PREAMBLE

This course has been designed for students to learn and understand

®  Basics of Java Programming

Concepts of packages, interfaces and exception handling.

Swing Components and JDBC Connectivity.

COURSE OUTCOMES
On the successful completion of the course, students will be able to
| CcO Knowledge
Nigriber CO Statement Ty
co1 Understand the fundamentals of Java Programming. K1
| CO2 Summarize the concepts of packages and interfaces. K2
| cO3 Apply exception handling and multithreading principles to develop K3
applications.
CO4 Tllustrate Java event handling through Delegation Event Model. K2
Demonstrate interactive Java applications by integrating Swing and
CO5 K2
JDBC.
MAPPING WITH PROGRAMME OUTCOMES
COs/POs PO1 PO2 PO3 PO4 PO5
cot v v e
co2 v v v v
|
| co3 v v v v
|
! co4 v v v
cos v
COURSE FOCUSES ON
b7 Skill Development 7 Entrepreneurial Development
I Employability 0 Innovations
4‘ Intellectual Property Rights Gender Sensitization
' Social Awareness/ Environment Constitutional Rights/ Human Values/
Ethics
4230\ DrNGPASC
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234CY1A4EP JAVA PROGRAMMING SEMESTER 1V |

Total Credits: 5

Total Instruction Hours: 84 h

Syllabus
Unit I Introduction 16 h
Overview of Java - Java Development Environment - Structure of Java Program:
Data Types, Variables and Arrays - Operators and Control Statements.
1. Practice basic Java programs.
2. Programs using arrays.

3. Program to implement control statements.
Unit II Classes, Objects, Packages and Interfaces 17 h

Class Fundamentals - Objects - finalize () method - Inner Classes - super keyword -
Packages: Member Access, import packages — Interfaces: Default Interface Methods,
Variables and Applying Interface.

4. Practice programs using classes.

5. Practice inner class functions and demonstrate their interaction.

6. Practice package creation, importing, and implementing an interface with default
methods.

Unit ITI Exception Handling and Multithreaded Programming 17 h

Exception Handling: Fundamentals, Types - Uncaught Exceptions - Creating own
Exceptions - Multithreaded Programming: Java Thread Model, creating a Thread,
creating multiple Threads - Thread Priorities - Interthread Communication,
Suspending, Resuming and Stopping Threads- Synchronization.

7. Program to create threads with different priorities.

8. Practice thread communications and managing thread cooperation using wait()
and notify ().

9. Practice the programs using Exception handling.
Unit IV Event Handling and Swing 17 h

Event Handling Mechanisms - Delegation Event Model - Event Classes - Key Event
Class - Event Listener Interface - Swing: Origin of Swing - Features -Components
and Containers - Packages - Simple Swing Application - Event Handling.

10. Implement event listeners for simple button clicks.

B.Sc. Computer Science with Cyber Security (Students admitted during the AY 2023-24)
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11. Demonstrate keyboard events using Listener interface.
12. Practice mouse events using Listener interfaces.

13. Practice basic Swing components and button events.
Unit V GUI and JDBC 17h

Exploring Swing- Swing menus- JDBC- Architecture - JDBC vs ODBC - Types of
Drivers - Components - Interfaces and classes - Database connectivity using JDBC.

14. Practice working with Swing menus.

15.  Build applications using Swing and JDBC enforcing security.
Text Books
1  Herbert Schildt 2018, “Java: The Complete Reference” 13t edition, TMH.

[Cay S Horstmann, 2020, "Core Java Volume-1 Fundamentals", 11thEdition,
Pearson Indian Education Services Pvt. Lt, India.]

References
1 John R Hubbard,2011,” Programming with Java”, 2nd edition, TMH.

2 Balagurusamy. E, 2015, “Programming with Java: A Primer”, 5% edition,
TMH

3  Joshua Bloch, 2018, “Effective Java” 1¢t edition, Pearson Education.
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234CY1AA4SP NETWORK PROGRAMMING SEMESTER IV

Total Credits: 2
Total Hours: 48 h

S.No List of Experiments
1 Build a basic Network Topology.
2 Simulate a bus topology using a single backbone cable and multiple PCs.

Create a ring topology and understand the flow of data in a looped

g network

4 Simulate a mesh network by connecting each router to every other router

5 Create a hierarchical tree topology to illustrate levels of network devices.

6 Set up a wireless mesh network to simulate wireless connectivity in a mesh
layout.

- Configur.e a router and a switch to allow PCs on different subnets to
communicate.

8 Create a network with a web server and allow PCs to access it.

9 Capture and view real-time packets on your network interface.

10 Capture and analyze HTTP packets from browsing activity.

11 Capture and examine the TCP 3-way handshake process.

12 Capture ARP packets to observe address resolution on the local network.
13 Analyzing DNS Requests and Responses.

14 Inspecting HTTP GET and POST Requests

15 Capture and view real-time packets on your network interface.

=2 Dr.NGPASC
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Course 3
Code Course Name Category| L [T | P |Credit
235FT1A4IA FINANCIAL CYBERSECURITY IDC |4|-|-| 4
PREAMBLE

This course has been designed for students to learn and understand
¢  Theories of ditferent types of tinancial markets.
¢ Functions of cyber security in banks and other tinancial institutions.

¢ Cyberlaw and complaint procedures.

COURSE OUTCOMES
On the successtul completion of the course, students will be able to
cO Knowledge
Number CO Statement Level
CcO1 know the basic concepts of financial markets K1
co2 understand about the Financial Crime K2
cO3 learn about Cyber Security tor Capital Market K2
CcO4 understand Cyber Space and Cyber law in India. K3
identity Legal and Regulatory Measures for Financial Security in
CO5 K3
Cyberspace
MAPPING WITH PROGRAMME OUTCOMES
COs/POs PO1 PO2 PO3 PO4 PO5
CO1 v = v v v
16(8 /. v - - v v
CO3 v v v - v
CO4d v - v v v
CO5 - v - v -
COURSE FOCUSES ON:

Skill Development

Entrepreneurial Development
Innovations

D Employability

D Intellectual Property Rights Gender Sensitization

OO O O

Constitutional Rights/ Human

v i i
Social Awareness/ Environment Values/ Ethics

7 %,d Dr.NGPASC
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235FT1 A4TA FINANCIAL CYBERSECURITY SEMESTER IV

Total Credits: 4
Total Instruction Hours: 48 h

Syllabus
Unit I Financial Market 12 h

Introduction to Financial Markets in India-Role and Importance of Financial
Markets, Types of Financial Markets - Capital Market in India - Introduction to
Stock Markets - Primary and Secondary market - Money Markets & Debt Markets
in India -Banking Institutions - Types - Role.

Unit II Financial Crime 10h

KYC meaning - KYC Fraud - Customer Care Fraud - Lottery Fraud - Debit card
and Credit card fraud - Loan Fraud - Digital payment- Overview of digital
payment - Recent development in Digital payment - UPI Fraud - Investment
Frauds

Unit III Cyber Security for Financial Market 08 h

Cyber security threats in capital markets - Types of cyber security threats - Impact
of cyber threats on capital markets - Essential cyber security measures -Need for
prevention of cyber threats in Capital market - Role of Al and ML in cyber security

Unit IV Cyber space and Cyber law 08 h

Introduction to e commerce - Contract aspect in cyber law - Security aspect in cyber
law - The criminal aspect of cyber law - Global trend in cyber law - Legal
framework for electronic data interchange law - Need for Indian cyber law
Legal and Regulatory Measures for Financial Security in
Cyberspace

Information technology act 2000 - Electronic governance - Laws for Protecting
Financial Systems from Cyber Threats - National Cyber Security Policy 2023 -
Impacts of Financial Fraud - ISO 27001 - The RBI Cyber Security Framework for
Banks (2016) - Cyber Safety Tips

Unit V 10 h

Note: Distribution of Marks: Theory 100%
Case studies related to the above topics to be discussed (Examined internal only)
Text Books
1 Bhalla V.K, 2014, "Fundamentals of Investment Management", Second
Edition, Sultan Chand & Sons, New Delhi.
Indian Institute of Banking & Finance, 2012, "Prevention of Cyber Crimes and
2 Fraud Management", Second Edition, Macmillan Publishers India Pvt. Ltd.,
Chennai.
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References
Verma Amita, 2009, "Cyber Crimes and Law", Central Law Publications,
1 5
Allahabad,
5 Dasgupta M, 2009, "Cyber Crimes In India - A Comparative Study", Eastern
Law House, Kolkata,

Barkha and Mohan Rama U, 2023, "Cyber Law and Crimes - IT Act 2000 and
Computer Crime Analysis", Asia Law House, Hyderabad.

Scott Charney, 2021, 1The Internet, Law Enforcement and Security, Internet
Policy Institute".
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Course Code Course Name Category | L | T | P | Credit

234CY1A5CA | LINUX AND SHELL PROGRAMMING | CORE |4|-|-| 4

PREAMBLE
This course has been designed for students to learn and understand

the Linux environment

the fundamentals of shell programming

tools and methods for Linux application development

COURSE OUTCOMES
On the successful completion of the course, students will be able to
CcO Knowledge
Number CO Statement Level
CO1 | Understand the basic Linux commands. K1
cop | Understand and navigate the Linux file system using K3
command-line interface (CLI)., :
Cc03 | Analyze directories and file system permissions. K2
cos | Implement control ﬂow structures (loops, conditionals) in K3
shell scripts. . o 4
Co5 | Demonstrate dlfferent sofmrales in Lmux K3
MAPPING WITH PROGRAMME OUTCOMLS i
COs/POs PO1 » 1k PO sl HOS ., PO4 PO5
COl1 v Wb NN Ny | G T v
CcO2 v . SR P o v v
Co3 v : Y v
CO4 v Vil il v |
CO5 ' v v v
COURSE FOCUSES ON
v Skill Development 4 Entrepreneurial Development
v Employability v Innovations
Intellectual Property Rights Gender Sensitization
Social Awareness/ Environment Constitutional Rights/ Human Values/
Ethics
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234CYTA5CA LINUX AND SHELL PROGRAMMING SEMESTER V

Total Credits: 4
Total Instruction Hours: 48 h

Syllabus
Unit 1 Introduction 8h

Introduction - History of UNIX and Linux - System Features - Software Features -
Differences between Linux and Other Operating System - hardware requirements -
sources of Linux Information Linux Startup and Setup: User accounts - Accessing
the Linux system - Linux Commands

Unit 1T Linux Shell 10 h

The command line - Command line Editing - Creating files using the vi editor: Text
editors - The vi editor - Managing Documents: Locating files in LINUX - Standard-
files - Redirection - Filters - Pipes - Ending Processes ps and kill - The C Shell:

Command Line Editing and - C Shell Command Line Editing - C Shell History -
The TCSH Shell - TCSH Command Line Completion - TCSH History Editing -
TheZ-shell. i

Unit IT  Linux File Strictire: | | 74 10h

Linux file types - File structures - managing Files - Managing Directories - File and
Directory operation - File Management Operation: File and Directory permissions

Unit IV Shell Scripts and Programming 10 h

Shell Variables - Definition of Variables - Variable values - Strings - Values from
Linux commands - Shell Scripts - User Defined commands - Executing Scripts -
Script Arguments - Environment Variables and Subshells Variable - Control
Structures - Test operations - Conditional Control Structures -Test Expressions -
Shell conditions - Shell loops - Simple Programs using shell scripts.

Unit V Linux Softwares 10h

Software Management -Software Package Types - Red Hat Package Manager
(RPM) - Debian - Installing Software from Compressed Archives: .tar.gz -
Command and Program Directories - Office and Database Applications - Running
Microsoft Office on Linux: Cross Over OpenOffice.org - KOffice - KOffice
Applications - GNOME Office - Document Viewers - PDAAccess-
DatabaseManagement-SQLDatabases(RDMS)-XbaseDatabases-Editors - GNOME
Editor: Gedit - K Desktop Editors

p!h f( E
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Text Books

Richard Petersen, 2019, "Linux: The Complete Reference", 6 Edition, Tata
McGraw- Hill Publishing Company Limited, New Delhi.

Neil Matthew, Richard Stones, Alan Cox, 2007, "Beginning Linux
Programming", 3r4 Edition, Wrox Publication.

References

1 Daniel P. Bovet, 2022, "Understanding the Linux Kernel", 3+ Edition, Shroff
Publishers and Distributers-Mumbai.

) Robert Love, 2020, "Linux Kernel Development", 3 Edition, Pearson
Education, New Delhi.

3 Remy Card, 2013,"Linux Kernal Book", 1st Edition, Wiley New Delhi.

4 Mike McGrath, 2018, "Linux in eaéy Steps", 1st Edition, BPB New Delhi.
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C(?S:{ZE Course Name Category | L | T | P | Credit
234CY1A5CB | SECURE SOFWARE ENGINEERING CORE |4 - |-| 4
PREAMBLE

This course has been designed for students to learn and understand

the principles of software engineering
the technical foundations of software engineering, from process models and agile methods

professional software development practices aligned with industry standards

COURSE OUTCOMES
On the successful completion of the course, students will be able to
cO Knowledge
Nitirbias CO Statement f el
. Understand the principles of professional software K1
development
cop |lrepare a software requirements specification document K3
adhering to industry standards
cos | Develop use case and sequence dlagrams K2
cos | APPly test-driven deve]opment practlces to write effective K3
unit tests
cos | Define key dependabIhty properues such as availability, K1
reliability, safety, and securlty 3
MAPPING WITH PROGRAMME OUTCOMES .
COs/POs PO1 B2 0 7 PO PO4 PO5
Col1 v * 3% AR v
CO2 v S pof 7y v v
CO3 v : v v
CO4 v v v
COs5 v v
COURSE FOCUSES ON
v Skill Development v Entrepreneurial Development
Ve Employability v Innovations
Intellectual Property Rights Gender Sensitization
Social Awareness/ Environment Constitutional Rights/ Human Values/
Ethics
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234CY1A5CB SECURE SOFWARE ENGINEERING SEMESTER V
Total Credits: 4

Total Instruction Hours: 48 h
Syllabus
Unit I Introduction &h

Introduction: Professional software development-Software engineering ethics-
Software processes: Software process models-Process activities-The rational unified
process

Unit II Agile software development and Requirements engineering 10 h

Agile methods-Plan-driven and agile development-Extreme Programming-Agile
project management-Scaling agile methods. Requirements Engineering: Functional
and non-functional requirements-Requirements specification, validation and
management. ' 4

Unit III  System modeling SR i, 1 10 h

Context models-Interaction ‘models: Use case modeling-Sequence diagrams -
Structural models: Class @ Diagrams-Generalization-Aggregation -Behavioral
models: Data-driven r'nOde'l:i,ng \ - Event-driven modeling - Model-driven
engineering: Model-driven atchitecture-Exectitable UML

Unit IV Software testing L - 10 h

Introduction-Development testing: Unit - Testing- Component Testing-System
Testing-Test-driven development-Release testing: Requirements-based testing-
Scenario testing-Performance testing-User testing.

Unit V Dependability and security 10 h

Dependability properties-Availability and reliability-Safety-Security-Risk-driven
requirements specification-Safety Specification-Security specification.

Text Books

1 lan Sommerville, 2017, "Software Engineering" ,9th Edition, Addison-Wesley.

(SIET 8
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References

1 Richard E Fairley, 2016, “Software Engineering Concepts”, Tata McGraw
Hill, New Delhi.

o Roger 5. Pressman, 2016, “Software Engineering: A Practitioners Approach”,
7t Edition, McGraw Hill Education.

Rajiv Chopra,2014, “Modern Software Engineering”, 1st Edition, 1. K.
International - New Delhi.

(8]

4 Rajib Mall, 2014, “Fundamentals of Software Engineering”, 4th Edition,
Prentice Hall India Learning Pvt Ltd.
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Cg;lsze Course Name Category |L i T | P | Credit
MACHINE LEARNING IN CYBER 4
234CY1AS5CC SECURITY CORE (4|-1-| 4
PREAMBLE

This course has been designed for students to learn and understand
®

machine learning techniques for cybersecurity applications

*  time series analysis and ensemble modeling for cybersecurity to detect
anomalies.

context-based security event detection techniques.

COURSE OUTCOMES
On the successful completion of the course, students will be able to
CO Knowledge
Nienber CO Statement Level
o Understand the fundamentals of machine learning and its K2
role in cybersecurity i O
cop |Apply time series ana1y51s in cybersecuuty to identify K3
security trends
cos | Detect malicious pages based on thelr URL structure and K2
content. - } |
_y Develop spam detechon models usmg machme learning K3
algorithms | |
COB Apply Al techmques for detectmg and preventmg cyber K3
threats. )
MAPPING WITH PROGRAMME OUTCOMES
COs/POs PO1 PO2 FHIL | PO3” PO4 POS5
o1 v v 4 v
CO2 v v v
Co3 v v v
Co4 v v v v v
CO5 v v v
COURSE FOCUSES ON
v Skill Development 4 Entrepreneurial Development
v Employability v Innovations
7 Intellectual Property Rights Gender Sensitization
Social Awareness/ Environment Constitutional Rights/ Human Values/
Ethics
Dr.NGPASC
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234CY1A5CC | MACHINE LEARNING IN CYBER SECURITY | SEMESTER V J
Total Credits: 4

Total Instruction Hours: 48 h

Syllabus
Unit 1 Introduction to Artificial Intelligence and Machine Learning 9h

Introduction to Al: Definition- Branches -Applications- Current Trends- Basics of
Machine learning in Cyber Security: Data in Machine Learning- Machine learning
Algorithm Types - Machine Learning Architecture- Hands on Machine Learning:
Python Packages

Unit II Time Series Analysis and Ensemble Modelling 10 h

Time Series Analysis- Classes of Time Series Models- Time Series Decomposition-
Time Series Analysis in Cyber Security:: Trends and Seasonal Spikes- Predicting
DDoS Attacks-Ensemble Learning Methods: Types- Cyber Security with ensemble
techniques- Detecting Cyber Attacks

Unit Il  Legitimate and Lousy UT’L: - ; N oy 9h

- Abnormalities in URL- Detectmg malicious pages» Detectmg malicious URLs:
Logistic regression- Support Vector Machine- Multiclass ~ Classification-
Characteristics of Completely Automated Public Turing test to tell Computers and
Humans Apart (CAPTCHA)- Using Al to crack CAPTCHA

Unit IV Spam Email Spoofing and'Némr,brk_AIiomaly Detection 10 h

Spam Email Types- Spam Detection-Network Anomaly Detection using k means:
Stages of Network Attack- Windows event Logs- Data Modeling- k means
algorithm.

Case Study: Spam and Network Anomaly Detection in a Financial Institution.
Unit V Context Based Malicious Event Detection 10 h

Adware- Bots- Bugs- Ransomware- Rootkit-Spyware- Trojan Horses- Viruses-
Worms- Malicious data injection within Databases and Wireless Sensors- Malicious
URL Detection with Decision Trees.

Case Study: Detecting Ransomware and Rootkit Attacks Using Machine Learning,

B.Sec. Computer Science with Cyber Security (Students admitted during the AY 2023-24)
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Text Books

Dr. Nilakshi Jain, 2019, “ Artificial Intelligence -Making a System Intelligent”,

; 1st Edition, Wiley India Pvt. Ltd

5 Soma Halder, Sinan Ozdemir, 2018,"Hands-On Machine Learning for
Cybersecurity" 1st Edition, Packt Publishing
References

1 Brij B. Gupta and Quan Z. Sheng, 2019, "Machine Learning for Computer and
Cyber Security: Principle, Algorithms, and Practices", 1st Edition, CRC Press.

2 Christopher M Bishop, 2010, "Pattern Recognition and Machine Learning",
Springer.

Ethem Alpaydin,2020, "Introduction to Machine Learning", 314 Edition, MIT
3 pay g
Press.

4 Tom Mitchell, 2019, “Machine Leaming”, 1st Edition McGraw Hill Education.
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234CY1A5CP LINUX AND SHELL PROGRAMMING SEMESTER V

Total Credits: 2
Total Instructions Hours: 48 h

S.No. Contents
1 Use uname, Isb_release, and cat /etc/os-release to find details about the
Linux system. Create a practice folder and try basic commands.
2 Open and edit a file using: nano, vi, or gedit.
3 Create a bash script and practice basic programs.
4 Creating Files using vi Editér £
5 Write a bash script to copy all Axt fﬂes from one directory to another and

log the time it ran.

Write a Script to

6 i. Print CPU info, memory, dlsk usage, and IP address.

ii. List all logged-in users and their login tnnes.

7 Linux shell script tol' implémént conditional statements
8 Linux shell script to implement looping statements.

9 Linux Shell script to design a Menu-Driven Calculator.
10 Launch LibreOffice and practice create documents

11 Run Microsoft Office using PlayOnLinux

12 Create and query an SQLite database

‘ﬁ Dr.NGPASC
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234CY1A5CQ | MACHINE LEARNING IN CYBER SECURITY | SEMESTER V

Total Credits: 2
Total Instructions Hours: 48 h

S.No. Contents

1 Implementing Basic Machine Learning Model for Intrusion Detection
2 MongoDB with Python: Storing and Retrieving Cybersecurity Logs.

Time Series Analysis for Cybersecurity: Detecting Anomalous Traffic
Patterns. -

w2

4 Predicting DDoS Attacks Usjng Tlme Ser_ies Forecasting.

5 Cybersecurity Threat Detqctiéh_ Usiﬁg__Ensdnble Learning

6 Malicious URL -Dete:ction ..1?1sin'g Logisi’fcic- Regression and Decision trees.
z Detecting Maliéiolﬁs U RLs ﬂsii}g Suppmt Vectof Machine (SVM).

8 Cracking CAPT CHA Using Al a’_ndi‘l_magé Processing

9 Spam Email Detection Us‘ing-.NéIvé Bayes Classifier.

10 Ransomware and Rootkit Détéctioﬁ Using Machine Learning,

11 Windows Event Log Analysis for Security Threat Detection.

12 Detecting Malicious Data Injection in Wireless Sensor Networks.

G,
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234CY1AS5S5P - DIGITAL FORENSICS ANALYSIS SEMESTER V

Total Credits: 2
Total Instructions Hours: 48 h

S.No. Contents

i Creating a Case in Autopsy.

2 Adding and Ingesting a Disk Image.

3 File and Metadata Analysis.

4 Keyword Search: Search for specific terms across data.

5 Extracting and A_n_alyiin.g Email Heéders.l

6 Extract Browserﬁistory _and'analy'z'e use1 _bl'rewlsing behavior.

7 Recovering Deleted Files. £

8 Create and edert.'fore11sic reports.
9 Timeline Analysis with ‘the_ingeste'd‘ image.
10 USB Device Detection and identify usage of external storage devices.

11 Email Artifact Analysis and Correlating Artifacts Across Sources.

12 Registry and OS Artifacts.

r\“i.si‘fgz,
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Cé):;ze Course Name Category | L | T | P | Credit
NETWORK SECURITY AND
234CY1ASDA CRYPTOGRAPHY DSE |(4|-|-| 4
PREAMBLE

This course has been designed for students to learn and understand

attacks on computers and how to handle the security issues

digital certificate and public key infrastructure protocols

firewalls in network securities

COURSE OUTCOMES
On the successful completion of the course, students will be able to
co Knowledge
Wb CO Statement Favel
- Understand the need for computer security and various K2
security approaches.
Underst vari : ri algori ir
el and various symmetric key algorithms and their K2
modes of operation.
cos | Analyze the working and unplementa’aon of SSL. and TLS K3
protocols.
i Apply the principles and Concepts of authentication K3
methods, Kerberos, and cryptographic solutions, )
CcO5 | Interpret the security firewalls and private networks. K3
MAPPING WITH PROGRAMME OUTCOMES . -
COs/POs PO1 PO2 3 R Y PO4 PO5
o1 v v ¥ v
CO2 v | o v v
co3 v v v
COo4 v v v
COs v v
COURSE FOCUSES ON
v Skill Development 4 Enftrepreneurial Development
v Employability v Innovations
Intellectual Property Rights Gender Sensitization
Social Awareness/ Environment Constitutional Rights/ Human Values/
Ethics
Dr.NGPASC
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234CY1ASDA | NETWORK SECURITY AND CRYPTOGRAPHY | SEMESTER V
Total Credits: 4

Total Instruction Hours: 48 h

Syllabus
Unit 1 Introduction 8 h

Computer Security: Introduction -Need for security - Security approaches -
Principles of Security -Types of attacks. Cryptography Techniques: Basic terms-
Plain text and Cipher text -Substitution techniques - Transposition techniques -
Encryption and decryption - Symmetric and Asymmetric key cryptography.

Unit II Symmetric Key Algorithms and AES 10 h

Symmetric Key Algorithms and AES: Introduction - Algorithm Types and modes -
An overview of Symmetric key Cryptography - Data Encryption Standard (DES) -
Blowfish - Advanced Encryption Standard (AES). Asymmetric Key Algorithms:
Digital Signature and RSA: Introduction - Brief history of Asymmetrlc Key
cryptography - An Overview of Asymmetric Cryptography - The RSA algorithm -
Symmetric and Symmetri ic Cryptography together DIgltal Signatures.

i"

Unit III'  Public Key Intlastluctule i L | 10h

Public Key Infrastructure (PKI): Introduction- Private key Management- the PKIX
Model - Public key Cryptography standards = XML, PKI and Security -Internet
Security Protocols: Introduction - Basic Concepts - Secure Socket Layer - (SSL) -
Transport Layer Security (TLS) -38D secure Protocol - Electronic Money - Email

Security
Unit IV User Authentication and Kerberos 10 h
User Authentication and Kerberos: Introduction - Authentication basics -

Passwords - Authentication Tokens- biometric authentication - Kerberos - Key
distribution centre - Security Handshake Pitfalls. Cryptography in JAVA, .NET,
and Operating System: Introduction - Cryptographic Solution using JAVA -
Cryptographic Solutions using Microsoft .NET Framework - Cryptographic
Toolkits - Security and Operating Systems ~ Database Security.

Unit V Network Security Firewalls and Virtual Private Networks 10h

Network Security Firewalls and Virtual Private Networks (VPN): Introduction -
Brief introduction to TCP/IP - Fire Walls-Types of firewall-Firewall Configuration-
Limitation of Firewall - IP security-IPSec Overview-IPSec Key Management -

( !tﬂ Sc@
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Virtual Private networks (VPN) - Intrusion.

Text Books

Atul Kahate, 2022, "Cryptography and Network Security", 1st Edition, Tata
McGraw-Hill Publishing,.

William Stallings, 2017, "Cryptography and Network Security - Principles
and Practice", 7th Edition, Pearson Education.

References

1 Michael E. Whitman, 2019, "Principles of Information Security",6th Edition,
Cengage Learning India Pvt Ltd - Delhi.

9 Bhushan Trivedi, 2022,"Cryptography and Network Security",1st Edition, BPB
- New Delhi.

3  Pankaj Sharma, 2023, ”Informatlon Security”, 1¢t Edition, S.K. Kataria and
Sons - New Delhi.

4 Charles P. Pfleeger, 2018 ”Secu11ty m Computmg" 5th Edition, Pearson India
Education - Noida. - :
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Cé’:éze Course Name Category | L [T | P | Credit
CYBERCRIME INVESTIGATION AND
SR XLAS0E DIGITAL FORENSICS il e e
PREAMBLE

This course has been designed for students to learn and understand

the foundational concepts of cybercrime.
various forms of cyber offenses and its challenges.

digital forensics, its methodologies, and applications.

COURSE OUTCOMES
On the successful completion of the course, students will be able to
co Knowledge
Mt CO Statement Level
co1 Understand the classifications of cybercrimes. K2
o Identify and analyze various cyber offenses and attack K3
methods. ‘
cos | Evaluate the secuuty risks and mitigation strategies K2
associated with mobile and wireless technologles
cos | Apply the principles and too]s of computer forensics to K3
investigate digital crimes. ,
Demonstrate the a fo ¢ Ct 01e 1S O
i e ability ondu f n51c analys n K3
handheld devices. -
MAPPING WITH PROGRAMME OUTCOMES _ 5
COs/POs PO1 PO2 BR3 F PO4 PO5
cot v Vo, oSl ¥
C02 v v v
CO03 v v v
Co4 v v v v
COs | A v v
COURSE FOCUSES ON
v Skill Development v Entrepreneurial Development
v Employability v Innovations
Intellectual Property Rights Gender Sensitization
Social Awareness/ Environment Constitutional Rights/ Human Values/
Ethics
Dr.NGPASC
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sacyiaspy | CYPERCRIMEINVESTIGATIONAND | gpyipcrpy
Total Credits: 4
Total Instruction Hours: 48 h
Syllabus
Unit I Cyber Crime Introduction 9h

Introduction-Cyber Crime and Information Security- Classifications of
Cybercrimes- Cyber Crime: The Legal Perspective- Cyber Crimes: An Indian
Perspective- A Global Perspective on Cyber Crime.

Unit II Cyber Offenses 9h

Cyber offenses: Attack by Criminals-Social Engineering-Cyber Stalking- Cyber Café
and Cyber Crimes-Botnets- Attack Vector- Cloud Computing,.

Unit Il Cyber Crime: Mobile and Wireless Devices 10h

Introduction- Proliferation of Mobile and Wireless Devices- Trends in Mobility-
Credit Card Frauds- Registry Settings for Mobile devices- Authentication Service
Security- Attacks on Mobiles- Mobile Devices Security Implications for
organizations and Security Issues in Mobile Devices.

Unit IV Computer Forénsics S R N7 10h

Introduction -Background of Cybet Fd;rénsics—Need for Computer Forensics- Cyber
Forensic and Digital Evidence- Forensics Analysis of Email- Digital Forensics Life
Cycle- Network Forensics- Computer Forensics Investigation Approaches.

UnitV Forensics of Handheld devices 10 h

Computer Forensics for OSI Model- Forensics and Social Networking Sites-
Forensics in Handheld Devices: Cell Phone Working characteristics- Handheld
Devices and Digital Forensics- Tool Kits for Handheld Device Forensics.

Case Study: Confidential Data Theft Through Forensics Investigation.
Text Books

Nina Godbole, 2019, “Cyber Security Understanding Cyber Crimes,
1 Computer Forensics and Legal Perspectives”, 1st Edition, Wiley India

Publications
oS
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;\,;_, COIMBATORE | INDIA B.Sc¢. Computer Science with Cyber Security (Students admitted during the AY 2023-24)
a0



References

1 John Sammons,2014, “The Basics of Digital Forensics: The Primer for Getting
Started in Digital Forensics”, 2nd Edition, Syngress.

2 Chad Steel, 2006, “Windows  Forensics: The field guide for conducting
corporate computer investigations”, Wiley India Publications.

3  Nelson Phillips and Enfinger Steuart, 2009, “Computer Forensics and
Investigations”, Cengage Learning, New Delhi, 2009.
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CCO :;Ze Course Name Category | L | T | P | Credit
234CY1A5DC | DATA WAREHOUSING AND MINING DSE |4 -|- 4
PREAMBLE

This course has been designed for students to learn and understand
the foundational concepts of data warehousing and data mining.

large-scale data through warehousing, mining and clustering techniques

®

the various data mining algorithms.

COURSE OUTCOMES
On the successful completion of the course, students will be able to
cO Knowledge
Number CabaiEmedt Level
- Understand the fundamental concepts of Data K1
Warehousing.
CO2 | Interpret various Data Warehouse schemas. K3
CO3 | Summarize the significance of Data Mining and its tasks. K2
Co4 | Apply Association Rule Mining algorithms and classifiers. K3
cos | Implement basic clustering algorithms on different types of K3
data : : | =
MAPPING WITH PROGRAMMEOUTCOMES .~ | = |
COs/POs PO1 £30 BD2: ik i BOs PO4 PO5
co1 v VRN N | el v
co2 v - : 8 4 v
co3 R S v
CO4 v v A v v
COs A v v
COURSE FOCUSES ON
v | skl Development v Entrepreneurial Development
v Employability v Innovations
7 Intellectual Property Rights Gender Sensitization
Social Awareness/ Environment Constitutional Rights/ Human Values/
Ethics
Dr.NGPASC
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234CY1ASDC DATA WAREHOUSING AND MINING SEMESTER V
Total Credits: 4

Total Instruction Hours: 48 h

Syllabus
Unit [ Introduction to Datawarehouse 8h

The Need for an Operational Data Store (ODS)- Operational Data Store: Types-
Architecture- Advantages-Data Warehouse: History- Definition- Architecture-
Benefits-Data Marts-Comparative Study of Data Warehouse with OLTP and ODS.

Unit II Data Warehouse Schema and Online Analytical Processing 10 h

Introduction to Data Warehouse Schema- Star Schema-Snowflake Schema-Fact
Constellation Schema-Online Analytical Processing (OLAP): Introduction-
Representation of Multi-dimensional Data-Types of OLAP Servers-OLAP
Operations. : » :

Unit Il Introduction to Data Mining o ¢ 10 h

Introduction- Importance = of  Data Mlnmg— Data ‘Mining functionalities-
Classification- Data Mining Task Primitives- Issues in Data Mining- Data
Preprocessing: Data Cleamng- Data Integration and Transformation- Data
Reduction- Data Discretization and Concept Hierarchy Generation.

Unit IV Association Rulé--Mﬁling and Classification : 10 h

Market Basket Analysis-Frequent Item sets, Closed Item sets, and Association
Rules-Frequent Pattern Mining-Frequent Itemset Mining Methods-Classification by
Decision Tree Induction-Bayesian Classification-Rule-Based Classification.

Unit V Clustering 10 h

Cluster Analysis-Types of Data in Cluster Analysis-Partitioning Methods
Hierarchical Methods-Density-Based Methods.

Text Books

Parteek Bhatia, 2019, “Data Mining and Data Warehousing: Principles and
Practical Techniques”, 1st edition, Cambridge University Press - New Delhi.

Jiawei Han, 2006, “Data Mining: Concepts and Techniques”, 2nd Edition,
Pearson Education

B.Sc. Computer Science with Cyber Security (Students adniitted during the AY 2023-24)
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References

1 Alex Bezon, Stephen |. Smith 2010, “Data Warehousing, Data Mining &
OLAP”, McGraw- Hill.

2 Riswan Ahmed. P, 2015, “Data Warehousing and Data Mining”, 1st edition,
Margham - Chennai.

Pang-Ning tan, 2022, “Introduction to Data Mining”, 2nd Edition, Pearson
India Publications.

(S8

4 Hongbo Du, 2019, “Data Mining Techniques and Applications: An
Introduction”, 4t Edition, Cengage New Delhi.
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234CY1A5GA BASICS OF CYBER SECURITY SEMESTER V

Total Credits: 2

Total Instruction Hours: 24 h

Syllabus
Unit I Introduction to Information Security and Cybersecurity 4 h

Information security - Principles: Confidentiality - Integrity and Availability -
Policies - Need for an information security policy - Building block of information
security policy - Cybersecurity - Definition of cybersecurity - Difference between
information security and cybersecurity.

Unit II Cybercrime 5h

Introduction to Cybercrime - Cyberspace - Cybersquatting - Cyberpunk -
Cyberwarfare - Prevention of Cybercrime - types of Cybercriminals - Cybercrime
against individuals, property - organization.

Unit III  Methods and Tools in Cyber Line 5h

Password Cracking - Technique - Prevention measures - Tools - Malwares: -
Keyloggers - Types - Spyware - Types - Virus - Types - Worms - Types -
Difference between virus and worms- Trojans - Types - Backdoors -
Steganography - Types.

Unit IV Cyberspace and Cyber Law 5h

Introduction to e Commerce- Contract Aspects in Cyber Law- Security Aspects of
Cyber Law- Intellectual Property Aspect in Cyber Law- Evidence Aspect in Cyber
Law- Criminal Aspects in Cyber Law.

Unit V Phishing and Wireless Network Attacks 5h

Phishing - phishing emails - Techniques - e-mail phishing scam - website phishing
scams - prevention measures ~ Identity Theft - Types - Techniques - Prevention
measures - Wireless Network Attacks - types - techniques for securing wireless
network - Tools for WNA.

B.Sc. Computer Science with Cyber Security (Students admitted during the AY 2023-24)



Text Books

Nilakshi Jain and Ramesh Menon, 2020, "Cyber Security and Cyber Laws”,
1st Edition, Wiley India.

References

1 Anand Shinde, 2021, “Introduction to Cyber Security”, 1st Edition, Notion
Press Media Pvt Ltd.

n Raef Meeuwisse,2017, “Cybersecurity for Beginners”, 2nd Edition, Cyber
Simplicity Ltd

3  Lucas Glisson, "Cyber Security for Beginners Lucas Glisson", 1t Edition,
Notion Press

4 Nina Godbole, 2011, " Cyber Security", 15t Edition, Wiley.
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